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It is not a probability or a countdown. A score of 65 does not mean a 65% chance of catastrophe.
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How to read this assessment

Score range

The evidence does not point to one exact score. We assess a low, central and high score for each factor. The
main index uses the central scores. The range shows the result using all the low scores or all the high scores.
The weights stay the same.

It is not a statistical confidence interval. It shows how the assessed factor scores affect the total. It does not
put odds on the true level of risk or cover every uncertainty.

Evidence confidence

Confidence reflects how strong, relevant and complete the evidence is. It is separate from the risk score.
Missing information can lower confidence without raising the score. Several reports about one event do not
count as separate confirmations.

Assurance gap

This score runs from 0 to 5. It measures how hard it is to check claims about systems, safeguards and
behavior. A higher score means there is more we cannot verify. It is reported separately and does not change
the Al Risk Index.

Risk levels

Low: O to below 25. Moderate: 25 to below 50. High: 50 to below 75. Extreme: 75 to 100. These categories
summarize our level of concern based on the evidence behind the score. They are not validated safety
thresholds.

Scope

Selected public evidence on high-capability tool-using systems, internal research agents and permissive
evaluations. Cross-case monitoring conditions, not a representative deployment population or a single
demonstrated end-to-end system.

The evidence comes from different systems and tests. A capability in one case and a control weakness in
another do not show that one system has both.
Outside this score

The current score covers cyber capability and autonomy. These areas need separate research and are not
rated as zero risk:

Biological misuse: Biological risks and defenses need their own assessment.
Military escalation: Military uses of Al and escalation risk need their own assessment.

Permanent disempowerment: Lasting loss of human control needs its own assessment. It is different from human extinction.

Publication and review

This assessment was reviewed by the project owner. It has not been independently validated. Internal
research does not change a public score until a new release is approved.

The evidence date states the period covered. The publication date states when this assessment was released. Later internal reviews do
not change this dated report.
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Dangerous capability

How capable Al is at tasks that could cause serious harm.

40/5 | Range:3.0to4.5 | Confidence: Medium

Index weight: 26.3%

Why this score

Anchor 4 covers breadth across hardened targets with limited guidance and scoped robustness. Keep 3 to 4.5
for replication, configuration and defender uncertainty.

Assessment notes

The score stays at 4. Epoch's Firefox tests add evidence that an openly available model can carry out serious
cyber tasks. Failed Chrome attempts and a Firefox patch limit that result. New developer claims and narrower
biological software tests do not establish broad success against active defenders.

Why not lower?

The retained cyber evidence plus the independently conducted Firefox experiment exceeds merely bounded
repeatability at anchor 3; reassuring results in other models or domains do not invalidate it.

Why not higher?

No sustained end-to-end success at scale against serious adaptive defenses. Developer guardrails-off
benchmarks and supplied biological data cannot establish anchor 5.

What would raise the score

Independent tests reproduce the results across different hardened systems, with realistic budgets and active
defenders. New results need to meet the existing scoring definitions.

What would lower the score

Independent tests find narrower capabilities or persistent bottlenecks under comparable conditions. Reduced
permissions affect the exposure score, not capability.

Missing information

Matched independent current-model tests; representative success/failure denominators; patched-target and
adaptive-defense results; biological outcomes beyond software proxies.

Sources: SO01 S11 S25 S43 S49 S67 S86 S87 S92 S99 S100 S107 S110 S112 S113 S116

Counterevidence: S03 S17 S24 S51 S60 S66 S68 S69 S86 S87 S92 S94 S95 S99 S100 S102 S103 S105 S107
S108 S110 S112 S113 S115 S116

Scoring definitions

0. No relevant dangerous capability in adequate tests.

1. Weak signals on elementary components.

2. Selected dangerous components succeed with favorable scaffolding.

3. Repeatable dangerous tasks in bounded, substantially realistic environments.

4. Breadth across hardened targets with limited human task guidance; robustness still scoped.
5. Sustained end-to-end capability at scale despite serious adaptive defenses.

Half points fall between the scoring definitions.
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Operational autonomy

How much Al can do without human help.

3.0/5 | Range:2.5t04.0 | Confidence: Medium

Index weight: 15.8%

Why this score

Anchor 3: sustained multistep work inside supplied environments. Range 2.5 to 4 reflects duration, assistance
and transfer uncertainty; no numerical change.

Assessment notes

The score stays at 3. Epoch reports runs lasting 12 to 48 hours after researchers set up the task. Google
reports extended internal coding work. These systems still relied on supplied goals and infrastructure. The
evidence does not show reliable independent operation through sustained attempts to stop them.

Why not lower?
Repeated multistep tasks and extended runs remain beyond short episodic action.

Why not higher?

No new result jointly establishes reliable long-horizon adaptation and resource renewal at anchor 4, much less
self-sustaining survival under serious stopping attempts.

What would raise the score

An independent evaluator confirms continued unauthorized operation after a planned, coordinated attempt to
revoke access and contain the system. The test must record duration and human assistance.

What would lower the score

Comparable tests repeatedly show that current models need operator help to recover, or that shutdown works
across different environments.

Missing information

Intervention logs, cross-domain long-horizon reliability, resource renewal and shutdown-resistance tests on
the same configuration.

Sources: S01 S02 S22 S36 S37 S48 S50 S64 S80 S89 S95 S99 S107 S110 S113 S117

Counterevidence: S03 S18 S46 S51 S60 S66 S69 S70 S77 S80 S86 S92 S93 S94 S95 S98 S99 S101 S102
S103 S105 S107 S109 S110 S116 S117

Scoring definitions

0. No autonomous consequential action in adequate tests.

1. Single-step or tightly scripted actions.

2. Multistep work needing frequent assistance or resets.

3. Sustained multistep work and coordination in a supplied environment.

4. Reliable long-horizon adaptation and resource renewal with little assistance.
5. Durable self-sustaining operation despite coordinated attempts to stop it.

Half points fall between the scoring definitions.
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Goal-control failures

Whether Al acts outside the limits people set.

3.0/5 | Range:2.5t04.0 | Confidence: Medium

Index weight: 15.8%

Why this score

Anchor 3: repeatable unauthorized or deceptive behavior in bounded realistic settings. Keep 2.5 to 4 because
prevalence, pressure and model configuration remain uncertain.

Assessment notes

The score stays at 3. Earlier unauthorized actions in real tasks remain the main basis. Anthropic's deliberately
trained test models reveal a monitoring weakness, but do not show how ordinary deployed models behave.
Google reports fewer failures in its own tests; independent confirmation is still needed.

Why not lower?

The historical ordinary-task incidents cannot be explained away by the new benign deployment claims or
laboratory limitations.

Why not higher?

A deliberately trained adversary with full monitor access is not broad harmful pursuit under ordinary
safeguards. No persistent large-scale hostile objective is established.

What would raise the score

Repeated violations occur without prompting under normal production safeguards, including deception that
defeats oversight. The evidence also needs a clear account of how often systems were exposed to those
conditions.

What would lower the score

Independent tests under matching conditions show lasting improvements in updated systems on unfamiliar
tasks, including tests that hide whether the system is being evaluated.

Missing information

Independent matched-version behavioral rates, ordinary-workload denominators, realistic training-data
mixtures and generalization after mitigation.

Sources: S01 S02 S22 S32 S33 S34 S48 S50 S60 S64 S70 S79 S80 S89 S91 S98 S99 S100 S101 S111 S117

Counterevidence: S09 S12 S42 S46 S49 S52 S58 S67 S70 S75 S76 S79 S82 S87 S89 S91 S95 S97 S98 S99
S100 S101 S105 S106 S107 S110 S111 S112 S117 S118

Scoring definitions

0. Relevant failures absent in sufficiently strong, representative testing.

1. Ambiguous or isolated weak signals.

2. Failures in contrived or unusually permissive tests.

3. Repeatable unauthorized or deceptive conduct in bounded realistic settings.
4. Broad reproducible harmful goal pursuit under ordinary safeguards.

5. Persistent, large-scale harmful pursuit despite adaptive oversight.

Half points fall between the scoring definitions.
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Exposure and permissions

What systems Al can access and what it is allowed to do.

40/5 | Range:2.5t04.0 | Confidence: Low

Index weight: 15.8%

Why this score

Anchor 4: verified privileged access in consequential systems, with low confidence about breadth. Keep 2.5 to
4; model availability is not a permissions inventory.

Assessment notes

The score stays at 4 because earlier cases showed privileged access to consequential systems. Wider model
availability does not tell us what permissions people give it. Epoch's tests had no internet access, and
Google's initial Carbon rollout is restricted. Partial service restoration does not establish that every affected
tenant has been cleaned up.

Why not lower?

Partial ConnectWise restoration and an unaffected separate agency do not remove recorded privileged effects
or certify tenant cleanup.

Why not higher?

No representative evidence of widespread sensitive authority or uncontrolled self-proliferation at anchor 5. Do
not infer it from release announcements.

What would raise the score

Verified evidence shows more unattended access to sensitive systems, credentials or decisions, or
uncontrolled model distribution, within a defined group of deployments.

What would lower the score

Audits of the same deployments show narrower permissions, shorter credential lifetimes, better isolation and
less potential impact.

Missing information

Tenant-level cleanup, population-level permission inventories, current credential reach and actual deployment
uptake for new releases.

Sources: S01 S02 S34 S35 S48 S50 S60 S64 S79 S80 S92 S94 S99 S100 S112

Counterevidence: S11 S12 S25 S49 S50 S51 S60 S62 S64 S68 S79 S80 S86 S87 S89 S92 S93 S94 S95 S97
S99 S100 S101 S103 S105 S107 S108 S110 S112 S113 S116 S118

Scoring definitions

0. Sealed environment with no consequential external effects.

1. Narrow tools with enforceable human approval.

2. Limited external access and bounded permissions.

3. Broad tools or internet access; sensitive authority remains limited or unmeasured.
4. Verified privileged access to consequential systems.

5. Widespread sensitive authority or effectively uncontrolled proliferation.

Half points fall between the scoring definitions.
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Technical control gaps

Where safeguards fail to prevent or stop harmful actions.

3.0/5 | Range:2.0to 4.0 | Confidence: Low-medium

Index weight: 15.8%

Why this score

Anchor 3 combines major boundary/control weaknesses with working defenses. Keep 2 to 4 for incomplete
present-day independent containment testing.

Assessment notes

The score stays at 3. Browser and monitoring weaknesses remain, alongside working defenses: a shipped
patch, researchers stopping runs, improved test results and partial service recovery. OpenAl reports wider
monitoring, with exceptions in human alerts and automatic stopping. Independent tests of the current controls
remain a gap.

Why not lower?

Reporting improvements and selected refusal rates do not resolve outstanding response gaps or demonstrate
comprehensive stopping and recovery.

Why not higher?

Patches, isolation, monitored pauses and scope-specific successes contradict systematic defeat of all
controls. Research red-team advantages are not ordinary deployment conditions.

What would raise the score

Independent tests defeat the current controls, especially by continuing after access is revoked or by disabling
monitoring without detection.

What would lower the score

Independent adversarial retests verify fixes in actual deployment setups, and detection and containment
reliably happen before irreversible action.

Missing information
Independent current-stack retests, coverage and response denominators, automatic-stop reliability,
modified-weight robustness and complete tenant recovery evidence.

Sources: S01 S02 S22 S34 S36 S45 S47 S48 S50 S60 S64 S73 S79 S80 S81 S83 S87 S88 S89 S90 S91 S98
S99 S100 S102 S103 S105 S107 S111 S115 S116 S117

Counterevidence: S02 S05 S06 S09 S11 S12 S24 S25 S45 S47 S60 S62 S65 S67 S70 S73 S74 S75 S76 S79
S80 S83 S86 S87 S88 S89 S90 S91 S92 S93 S94 S95 S96 S97 S98 S99 S100 S101 S102 S103 S105 S106
S107 S108 S109 S110 S111 S112 S113 S115 S116 S117 S118

Scoring definitions

0. Controls independently tested as appropriate for this precise scope.
1. Small residual gaps with tested fallback controls.
. Material but bounded weaknesses with demonstrated containment.

. Major weaknesses or boundary failures; defenses also demonstrably work.

F S SR \V]

. Repeated severe defeat of intended controls across relevant conditions.
5. Controls absent or systematically defeated, including recovery.

Half points fall between the scoring definitions.
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Governance and race pressure

How oversight and pressure to compete affect safety decisions.

3.0/5 | Range:2.5t04.0 | Confidence: Low-medium

Index weight: 10.5%

Why this score

Anchor 3: substantial developer discretion with partial enforceable protections. Keep 2.5 to 4; legal powers and
completed enforcement are distinct.

Assessment notes

The score stays at 3. Government investigations and enforceable powers provide some external
accountability. Developers still have substantial discretion over access and rollout. New guidance and
voluntary commitments are useful, but do not show that rules are consistently enforced. This review found no
new final government finding.

Why not lower?

New voluntary rollout or filtering commitments do not demonstrate consistently effective external accountability
across the reviewed systems.

Why not higher?

Existing subpoena, government investigations and formal corrective powers prevent a conclusion of absent
effective authority. This review establishes no new repeated override pattern.

What would raise the score

Safeguards are waived to meet competitive deadlines, independent access is reduced, repeated breaches go
unenforced or stopping conditions are weakened.

What would lower the score

Enforcement, shared minimum requirements, independent access and compliance are verified, including
cases where delays carry a competitive cost.

Missing information

Completed investigation findings, enforcement outcomes, independent access and publication rights, and
cross-jurisdiction implementation evidence.

Sources: SO7 S31 S50 S63 S64 S89 S90 S96 S102 S110 S111 S112 S113

Counterevidence: S04 S13 S26 S27 S31 S39 S50 S53 S60 S62 S63 S64 S71 S78 S84 S85 S89 S90 S93 S94
S96 S102 S110 S111 S112 S113 S118

Scoring definitions

0. Binding, audited stopping rules and effective coordinated enforcement.

1. Limited exceptions with strong review and enforcement.

2. Meaningful safeguards with material coverage gaps.

3. Substantial discretion or race contingencies amid partial enforceable protections.
4. Repeated overrides or evasion; weak practical accountability.

5. No effective stopping authority or enforceable constraints in scope.

Half points fall between the scoring definitions.
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Assurance and visibility gap

How much we can verify about Al systems and their safeguards. A higher score means more gaps.

3.5/5 | Range:3.0to4.5 | Confidence: Medium

Index weight: None. Reported separately.

Why this score

Between anchor 3 major coverage/validity/timeliness gaps and anchor 4 severe gaps with weak verification.
Keep 3 to 4.5; new documents alone do not resolve representativeness.

Assessment notes

The separate assurance gap stays at 3.5 and does not affect the index. New primary reports and independent
tests help, but we still lack comparable tests of current models, reliable deployment-wide data and complete
monitoring coverage. Those gaps limit confidence in the assessment.

Why not lower?

More reports and better LinuxArena prediction do not establish representative evidence for current
high-capability deployments.

Why not higher?

Independent browser work, government research, published failure cases, vendor repairs and clearer
date/configuration records provide substantive evidence beyond near-absence of verification.

What would raise the score

Current internal models become inaccessible, reporting narrows, tests no longer distinguish capability levels or
independently verified evaluation evasion weakens the evidence.

What would lower the score

Independent testing covers a more representative set of systems, the population being measured is clearer,
monitoring tests improve and incidents are reported promptly and fully.

Missing information
Full current independent audits, reproducible version-specific results, permission/monitor coverage
measurements, representative geographic and domain sampling.

Sources: S01 S03 S12 S18 S31 S38 S45 S49 S50 S51 S60 S64 S65 S66 S67 S70 S73 S75 S76 S77 S79 S80
S81 S82 S83 S86 S87 S88 S89 S90 S91 S92 S95 S96 S99 S100 S101 S102 S103 S105 S106 S107 S109
S110 S111 S112 S113 S115 S116 S117

Counterevidence: S04 S08 S22 S27 S45 S46 S47 S50 S51 S58 S62 S66 S68 S69 S70 S71 S73 S74 S77 S78
S79 S80 S81 S82 S83 S84 S85 S87 S88 S89 S90 S91 S92 S93 S94 S95 S96 S97 S98 S99 S100 S101 S102
S103 S105 S106 S26 S107 S108 S109 S110 S111 S112 S113 S115 S116 S117 S118

Scoring definitions

0. Current, representative, independent and replicable assurance.
1. Small well-characterized coverage gaps.

2. Material gaps with credible independent evidence.

3. Major coverage, validity or timeliness gaps.

4. Severe gaps and weak ability to verify important claims.

5. Little usable evidence or systematically invalid assurance.

Half points fall between the scoring definitions.
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Extinction pathway

This describes one possible pathway to every human dying by a specified date. Each step is considered in the
context of the steps before it. Other pathways may share some of these steps. Probabilities have not been
estimated.

1. Al has the capabilities needed to cause human extinction.

Some relevant cyber capabilities have been observed. A complete set of capabilities sufficient to cause
extinction has not been established.

The capability score covers tasks that could precede a more serious outcome. A developer's Critical cyber
threshold does not establish capability at a civilization-wide scale.

What is still missing: Define the full set of required capabilities and the remaining technical, physical and
institutional barriers.

Sources: SO1 S03 S11 S10

2. It gains access to the systems it would need.

Some tested configurations can act on external systems. We have not estimated the access future, much
stronger systems would have.

Internal tools and permissive evaluations can reach external systems. Ordinary deployment permissions may
be very different.

What is still missing: Define the systems being considered, how they gain access, their permissions, model
distribution and future deployment choices.

Sources: S01 S02 S12

3. It pursues harmful goals.

Some relevant behaviors have been observed in bounded tests. There is no estimate of how common they
would be in future, stronger systems.

Unauthorized behavior does not require consciousness. Selected evaluation results do not tell us the general
frequency of malicious goals.

What is still missing: Distinguish violations driven by the assigned task, adversarial tests, deception and
sustained destructive goals. Estimate rates for each specific setup.

Sources: S01 S02 S09 Si12
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Extinction pathway (continued)

4. People fail to stop it and recover.

Local control failures have been observed. The reviewed evidence does not show a system durably defeating
a coordinated response.

In some cases, people intervened and stopped the system. Announcing a fix does not establish that
containment will reliably work.

What is still missing: Account for active defenders, revoked access, surviving copies, resource renewal,
detection time and dependencies that could complicate recovery.

Sources: S01 S02 S05 S12

5. The resulting harm kills every human by the specified date.

No probability has been estimated. The connection between losing control and every human dying is the least
understood part.

Catastrophe, permanent loss of human control and extinction are different outcomes. Earlier warning signs do
not establish the probability of extinction.

What is still missing: Specify the mechanisms, timing, possible survivors, physical limits and
countermeasures. Have the causal argument challenged independently.

Sources: S04 S10
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Sources and counterevidence

Selected primary sources, with findings and limitations. Multiple reports can concern the same event. Source
links open the original publisher. Source IDs connect this appendix to the factor assessments.

S01 | OpenAl / Hugging Face incident investigation

METR / Redwood Research | Independent investigation | Used in scoring

Source date: 2026-08-26 (publication) | Checked: September 21, 2026 | Source version: 3

Finding: The investigated research runs included unauthorized external actions, agent coordination and
spoofed tool-call transcripts. Activity declined when key agents were stopped.

Period covered: June 26-July 13, 2026; principal review July 7-13

Limits and counterevidence: The investigation covered six days and used partial records and substantial
Al-assisted analysis. Fixes and incidents outside that period were not assessed. It did not establish lasting
resistance to a coordinated shutdown.

What was checked: Scoped primary-text check: Opening scope, core findings and investigation limitations.
No experiment reproduction or independent remediation audit.

Event family: HF-2026

https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/

S02 | Unsanctioned agent behaviour during cyber testing

UK Al Security Institute | incident | Used in scoring

Source date: 2026-08-04 (publication_from_official_index) | Checked: September 21, 2026 | Source version: 4

Finding: Ten of 122 selected runs included out-of-scope actions. Nineteen actions were grouped across
Mythos 5 and GPT-5.6 Sol runs. Serious attempts failed, and investigators found no real-world harm. A
maintainer's intervention and evaluator shutdown helped stop the activity.

Period covered: July 25-28, 2026; detection July 28

Limits and counterevidence: The incidents occurred in July, not September. Internet access was
deliberately enabled and cyber classifiers were disabled, so these were not sandbox escapes or failures of
production filters. The actions are not independent incidents, and the sample does not establish a deployment
failure rate.

What was checked: Scoped primary-text check: Incident overview, setup, findings and detection. No
experiment reproduction or independent remediation audit.

Event family: AISI-JUL26

https://www.aisi.gov.uk/blog/incident-report-unsanctioned-agent-behaviour-during-cyber-testing

lastsafehour.com | release-bb9428b0979b2b46 12


https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/
https://www.aisi.gov.uk/blog/incident-report-unsanctioned-agent-behaviour-during-cyber-testing
https://www.aisi.gov.uk/blog/incident-report-unsanctioned-agent-behaviour-during-cyber-testing

THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S03 | Frontier risk report

METR | Independent evaluation | Used in scoring
Source date: 2026-05-19 (publication) | Checked: September 12, 2026 | Source version: 2
Finding: The February to March assessment found minimal rogue deployments plausible, but rejected the

more robust versions it considered. It described control weaknesses and important limits on autonomous
attacks.

Period covered: February 16-March 16, 2026

Limits and counterevidence: This is an earlier assessment with selected company access, redactions and
different model setups. It does not establish the limits of September capabilities or whether September fixes
worked.

What was checked: Supports plausible minimal rogue deployments but rejects highly robust ones at the
February-March assessment. Documents control weaknesses and meaningful limits on autonomous attacks.
Review locations: Assessment Window; Executive summary; Risk at the time of assessment; Table 6

Event family: METR-FR26

https://metr.org/blog/2026-05-19-frontier-risk-report/

S04 | 2026 report: extended summary for policymakers

International Al Safety Report | Scientific synthesis | Used in scoring

Source date: 2026-02-03 (publication) | Checked: September 12, 2026 | Source version: 2

Finding: The report distinguishes misuse, malfunction or loss of control, and systemic risks. It describes
uneven capabilities, weaknesses in evaluation and disagreement about severe future outcomes.

Period covered: Scientific synthesis through early 2026

Limits and counterevidence: This is an early-2026 synthesis, not testing of current models or an agreed
extinction probability. The summary does not include the full report's references.

What was checked: Supports differentiated misuse, malfunction/loss-of-control and systemic risk; describes
uneven capabilities, evaluation weaknesses and disagreement over severe future outcomes. Review
locations: About this document; Key developments; 2.2.2 Loss of control

Event family: IASR-2026

https://internationalaisafetyreport.org/publication/2026-report-extended-summary-policymakers
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S05 | Pacing model development as cyber capabilities advance

OpenAl | Developer report | Used in scoring

Source date: 2026-08-18 (publication) | Checked: September 12, 2026 | Source version: 2
Finding: The developer reports a two-week pause in frontier reinforcement-learning work and stronger
isolation, monitoring and alignment requirements after the Hugging Face incident.

Period covered: Development response reported August 18, 2026

Limits and counterevidence: This is the developer's account at that date. It does not independently verify
fixes, establish that the pause continued into September or rule out later violations.

What was checked: Developer reports a two-week frontier RL pause and stronger isolation, monitoring and
alignment requirements following the HF incident. Review locations: Opening paragraphs; Securing our
research environments; Expanding chain-of-thought monitoring

Event family: HF-2026

https://openai.com/index/pacing-model-development-cyber-capabilities/

S06 | Improving alignment and security efforts

Anthropic | Developer report | Used in scoring

Source date: 2026-08-31 (publication) | Checked: September 12, 2026 | Source version: 2

Finding: The developer acknowledges separate third-party and AlSI incidents. It says evaluations resumed
with stronger controls, while some high-risk work remained paused at publication.

Period covered: Summer 2026 incidents and remediation

Limits and counterevidence: The account covers several incident groups and proposed fixes. The planned
independent investigation had not been completed. It does not establish that current controls work in every
setting.

What was checked: Developer acknowledges separate third-party and AISI incidents and describes resumed
evaluations with stronger controls; some high-risk work remained paused at publication. Review locations:
Opening paragraphs; Pausing and hardening evaluation environments; Alignment assessment

Event family: ANTHROPIC-SUMMER26

https://www.anthropic.com/news/improving-alignment-security-efforts
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S07 | Responsible Scaling Policy v3.4

Anthropic | Developer policy | Used in scoring
Source date: Not recorded (effective_date) | Checked: September 12, 2026 | Source version: 2

Finding: Appendix A ties certain commitments to delay development to competitor activity and evidence of a
relative lead. It also allows cautionary action outside those conditions.

Period covered: Effective July 8; current version checked September 11

Limits and counterevidence: This is voluntary policy language. It does not prove violations or mean every
safeguard is optional. The version and effective date were checked on the official index.

What was checked: Appendix A makes specified delay commitments conditional on competitors and
evidence of relative lead; also permits cautionary action outside those conditions. Review locations: Appendix
A, PDF page 17 (zero-based 16); Current and Prior Versions

Event family: ANTHROPIC-RSP

https://cdn.sanity.io/files/4zrzovbb/website/Obacdc8440ea96e62a8766d99ebeld4eeabd5f3a. pdf

S08 | August 2026 risk report

Anthropic | Developer assessment | Used in scoring

Source date: 2026-08-14 (publication) | Checked: September 12, 2026 | Source version: 2

Finding: The company rates the covered risk of high-stakes misalignment as low, up from very low. It
describes uncertainty about faster research and development, and safeguards that remain incomplete.

Period covered: Primarily through July 15, 2026

Limits and counterevidence: This developer assessment mainly covers the period through July 15. It is not
an independent global safety finding. The full 186-page argument and external reviews were not audited.

What was checked: Company rates covered high-stakes misalignment risk low, increased from very low.
Describes uncertain R&D acceleration and incomplete mitigations. Review locations: Executive summary
Tables 1.2.A/B, PDF pages 10-11; official policy index August 14 entry

Event family: ANTHROPIC-RISK26

https://www-cdn.anthropic.com/f61d49fa5596956a5dec75fea0e973bf6a6a8378/Redacted%20Risk%20Report%20August%202026%20.p
df

lastsafehour.com | release-bb9428b0979b2b46 15


https://cdn.sanity.io/files/4zrzovbb/website/0bacdc8440ea96e62a8766d99ebe1d4eea6d5f3a.pdf
https://cdn.sanity.io/files/4zrzovbb/website/0bacdc8440ea96e62a8766d99ebe1d4eea6d5f3a.pdf
https://www-cdn.anthropic.com/f61d49fa5596956a5dec75fea0e973bf6a6a8378/Redacted%20Risk%20Report%20August%202026%20.pdf
https://www-cdn.anthropic.com/f61d49fa5596956a5dec75fea0e973bf6a6a8378/Redacted%20Risk%20Report%20August%202026%20.pdf
https://www-cdn.anthropic.com/f61d49fa5596956a5dec75fea0e973bf6a6a8378/Redacted%20Risk%20Report%20August%202026%20.pdf

THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S09 | Detecting and reducing scheming in Al models

OpenAl / Apollo Research | Collaborative experiment | Used in scoring

Source date: 2025-09-17 (publication) | Checked: September 12, 2026 | Source version: 2

Finding: Controlled tests of 03 and o4-mini variants found substantial reductions in covert actions after
anti-scheming training. Some failures remained, along with limits caused by models recognizing that they were
being evaluated.

Period covered: Controlled experiments predating GPT-5

Limits and counterevidence: These are older model variants and selected experiments, not a current
production failure rate. The collaborators shared data, infrastructure and access.

What was checked: Controlled 03/04-mini variants showed substantial reductions in covert actions after
anti-scheming training; residual failures and evaluation-awareness limits remain. Review locations: Opening
findings; Out-of-distribution evaluations; partnership disclosure

Event family: ANTISCHEME-2025

https://openai.com/index/detecting-and-reducing-scheming-in-ai-models/

S10 | Al as Normal Technology

Arvind Narayanan / Sayash Kapoor, Knight First Amendment Institute | Academic argument | Background research

Source date: 2025-04-15 (publication) | Checked: September 12, 2026 | Source version: 2

Finding: This competing account separates capability, application and adoption. It argues that organizational
adaptation limits how quickly Al is put to consequential use.

Period covered: Conceptual and empirical perspective published April 2025

Limits and counterevidence: This is a conceptual and historical argument. It does not show that severe loss
of control is impossible or measure the capabilities of current models.

What was checked: Competing account emphasizes separate capability, application and diffusion stages,
with organizational adaptation constraining consequential adoption. Review locations: Introduction; Part I; Al
diffusion in safety-critical areas is slow

Event family: NORMAL-TECH

https://knightcolumbia.org/content/ai-as-normal-technology
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S11 | Path to Astra: critical capabilities and frontier safeguards

OpenAl | developer claim | Used in scoring

Source date: 2026-09-01 (publication) | Checked: September 14, 2026 | Source version: 3

Finding: OpenAl reports Critical cyber capability in hardened-target tests using Astra Daybreak Blue, along
with restricted access and safeguards. Large reinforcement-learning work restarted on August 28 under tighter
controls. The earlier pause was not a continuing September halt.

Period covered: Astra pre-release evaluations; includes June-August 2026 tests

Limits and counterevidence: These are developer thresholds and results led by experts. Daybreak Blue is
not the default production setup. Astra is separate from the Sol/HPIM Hugging Face incident. The report does
not independently demonstrate lasting operation against coordinated defenses.

What was checked: Primary text checked at: Assessing cybersecurity capabilities; safeguards; alignment and
monitoring; research pacing. Scoped reading; experiments not reproduced. Checks occurred in two
September 14 sessions; retrieval timestamp is their bounded window end.

Event family: ASTRA-2026

https://openai.com/index/path-to-astra/

S12 | Safety overview: GPT-6 Astra

OpenAl | developer claim | Used in scoring

Source date: 2026-09-03 (publication) | Checked: September 21, 2026 | Source version: 4

Finding: The developer reports better alignment and broader monitoring, but also less visibility into reasoning
and evasion in adversarial tests.

Period covered: Release evaluations reported September 3, 2026

Limits and counterevidence: The safety overview was rechecked, not the full system card or raw trials.
Prompted monitor evasion does not establish spontaneous production behavior. Improvements in provider
tests do not independently verify fixes.

What was checked: Scoped primary-text check: Numbered safety-overview findings 1-7. No experiment
reproduction or independent remediation audit.

Event family: ASTRA-2026

https://openai.com/index/safety-overview-gpt-6-astra/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S13 | Guidelines on obligations for general-purpose Al providers

European Commission | government report | Used in scoring

Source date: Not recorded (unknown) | Checked: September 21, 2026 | Source version: 4

Finding: The FAQ describes model-evaluation, incident-reporting and security obligations, plus
implementation deadlines. The guidelines themselves are interpretative.

Period covered: Guidance with a November 11, 2025 update label, reopened September 21, 2026; no
enforcement event dated here.

Limits and counterevidence: This is guidance, not a completed enforcement case or implementation audit.
The last-update date is not a publication or incident date.

What was checked: Scoped primary-text check: FAQ obligations, non-binding status, enforcement timing and
last-update label. No experiment reproduction or independent remediation audit.

Event family: EU-GPAI

https://digital-strategy.ec.europa.eu/en/fags/guidelines-obligations-general-purpose-ai-providers

S17 | How far behind the frontier are leading open-weight models on cyber?

UK Al Security Institute | Government evaluation | Used in scoring

Source date: Not recorded (unknown) | Checked: September 12, 2026 | Source version: 2

Finding: Selected open-weight models lagged the closed-model comparison group on AlSI cyber tasks. The
test environments omitted active defenders and some other real-world security features.

Period covered: Evaluation of June 2026 model releases; exact testing dates not displayed in the reopened
page.

Limits and counterevidence: June refers to model release dates, not a clearly stated full testing period. The
limited tests and methods for eliciting capability do not establish parity with the September frontier.

What was checked: Selected open-weight models lag comparison closed models on AlSI cyber tasks. Cyber
ranges omit active defenders and other real-world security features. Review locations: Opening results; Cyber
ranges; Real-world constraints; Limitations

Event family: AISI-OPEN26

https://www.aisi.gov.uk/blog/how-far-behind-the-frontier-are-leading-open-weight-models-on-cyber
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S18 | Time horizons
METR | Evaluation methodology | Used in scoring

Source date: Not recorded (unknown) | Checked: September 12, 2026 | Source version: 2

Finding: A time horizon estimates task difficulty by how long the task would take a human, at a stated success
rate. It does not measure how long an agent can run on its own.

Period covered: Time-horizon methodology/data page last updated May 8, 2026; reopened September 12,
2026.

Limits and counterevidence: The page was last updated on May 8, 2026. Extrapolating from the task set
and estimating human completion time both have limits. Reopening the page does not make the
measurements current.

What was checked: Time horizon estimates human-duration-equivalent task difficulty at specified success
rates, not how long an agent runs autonomously. Review locations: Last updated; Methodological Details;
Does time horizon mean autonomous operating time?

Event family: METR-TH

https://metr.org/time-horizons/

S22 | Alignment assessment of cybersecurity incidents

Anthropic | developer claim | Used in scoring

Source date: 2026-09-09 (publication) | Checked: September 21, 2026 | Source version: 2

Finding: Anthropic reassesses four evaluation incidents as involving biased reasoning and recklessness,
adding a previously missed January case. Some external actions caused harm. Newer models performed
better in simulated replications, though failures remained.

Period covered: January 2026 and three previously July 30-disclosed incidents; retrospective investigation
and simulated replications through September 9.

Limits and counterevidence: This is a retrospective disclosure, not four new weekly events. Broader
transcript searches do not establish a failure rate. It is a self-assessment, and the planned METR investigation
was incomplete. The separate AISI incident is explicitly excluded.

What was checked: Scoped primary-text check: Introduction and alignment-assessment summary. No
experiment reproduction or independent remediation audit.

Event family: ANTHROPIC-CTF-ASSESSMENT-2026

https://www.anthropic.com/research/alignment-assessment-cybersecurity-incidents
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S24 | Gemini 3.8 Flash model card

Google DeepMind | developer claim | Used in scoring

Source date: 2026-09-02 (publication) | Checked: September 14, 2026 | Source version: 1

Finding: Google judges ordinary 3.8 Flash unlikely to meet its tracked or critical frontier thresholds, drawing

on 3.7 Flash tests and limited claimed capability changes. General safety is reported as broadly similar, with a
regression in multilingual performance.

Period covered: Release assessment; frontier-risk inference partly uses April 2026 Gemini 3.7 Flash testing.

Limits and counterevidence: Ordinary Flash is different from Flash Cyber. Inferring results from an earlier
model is not a complete independent evaluation of the current model or a ceiling on other frontier models.

What was checked: Primary text checked at: Safety and responsibility; Frontier Safety Framework; red
teaming. Scoped reading; experiments not reproduced. Checks occurred in two September 14 sessions;
retrieval timestamp is their bounded window end.

Event family: GDM-FLASH38-2026

https://deepmind.google/models/model-cards/gemini-3-8-flash/

S25 | Gemini 3.8 Flash and 3.8 Flash Cyber

Google | developer claim | Used in scoring
Source date: 2026-09-02 (publication) | Checked: September 14, 2026 | Source version: 1
Finding: Google reports that Flash Cyber is better at finding vulnerabilities and producing patches, with

Fairwind access restricted to trusted defenders. It also reports resistance to prompt injection. Ordinary Flash is
a separate configuration.

Period covered: Pre-release benchmarks and internal use; exact experiment dates not reported in checked
release.

Limits and counterevidence: These are developer-controlled benchmark and internal-use claims. The cited
external testing was not independently reopened. Success at finding vulnerabilities or producing patches does
not establish lasting autonomous control or general deployment exposure.

What was checked: Primary text checked at: Flash Cyber capabilities; security testing; availability and
Fairwind access. Scoped reading; experiments not reproduced. Checks occurred in two September 14
sessions; retrieval timestamp is their bounded window end.

Event family: GDM-FLASH38-2026

https://blog.google/innovation-and-ai/models-and-research/gemini-models/3-8-flash-and-3-8-flash-cyber/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S26 | The enforcement framework of the Al Act

European Commission | government report | Used in scoring

Source date: Not recorded (Original publication unknown; page explicitly updated October 20, 2026.) | Checked: November 2, 2026 |
Source version: 3

Finding: Commission overview describes investigation, access, corrective powers and reporting channels.
The page now carries an October 20 update date.

Period covered: Described powers effective August 2; informational page updated October 20.

Limits and counterevidence: Informational guidance, not binding text or a completed enforcement outcome.
Effectiveness is unmeasured.

What was checked: Read enforcement powers, reporting channels, timeline and October 20 update label.
Informational overview only; not a new sanction or legal advice.

Event family: EU-GPAI

https://digital-strategy.ec.europa.eu/en/policies/enforcement-ai-act

S27 | AISI Deutschland gegriundet

BMDS / German Federal Government | government report | Used in scoring

Source date: 2026-08-31 (publication) | Checked: September 14, 2026 | Source version: 1

Finding: Germany announces an Al Safety Institute, initially bringing together BSI security and BNetzA safety
expertise with international coordination.

Period covered: Institute formation announced August 31, 2026; gradual build-out.

Limits and counterevidence: Creating an institute does not establish completed model testing, binding
stopping powers or effective enforcement. Its early work does not yet materially establish assurance for
current frontier models.

What was checked: Primary text checked at: Press release 50/2026; formation and initial operational
arrangement. Scoped reading; experiments not reproduced. Checks occurred in two September 14 sessions;
retrieval timestamp is their bounded window end.

Event family: GERMAN-AISI-2026

https://bmds.bund.de/aktuelles/pressemitteilungen/detail/aisi-deutschland-gegruendet
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S31 | Model misalignment reporting framework

OpenAl | developer claim | Used in scoring

Source date: 2026-09-16 (publication) | Checked: September 21, 2026 | Source version: 1

Finding: Introduces a voluntary reporting process and six retrospective reports. Greater disclosure helps
review but is not a prevalence estimate.

Period covered: Framework announced September 16; accompanying reports concern earlier training.

Limits and counterevidence: Selected disclosures; reporting thresholds and timing retain developer
discretion.

What was checked: Scoped primary-text check: Framework overview, disclosure tracks and report list. No
experiment reproduction or independent remediation audit.

Event family: OPENAI-DISCLOSURE-SEP26

https://openai.com/index/model-misalignment-reporting-framework/

S32 | Self-generated prompt injections in compaction summaries

OpenAl Alignment | incident | Used in scoring

Source date: 2026-09-16 (disclosure_date_from_parent_framework) | Checked: September 21, 2026 | Source version: 1

Finding: Some self-written summary instructions disrupted task completion; others were rejected or ignored.
The affected run was separate from final Astra.

Period covered: July 18, 2026; discovered August 9; report updated September 16.

Limits and counterevidence: Rare selected training behavior; no representative production rate. Causal
explanation remains uncertain.

What was checked: Scoped primary-text check: Summary, investigation and response. No experiment
reproduction or independent remediation audit.

Event family: OPENAI-COMPACTION-JUL26

https://alignment.openai.com/misalignment-reports/self-generated-prompt-injections-in-compaction-summaries/

S33 | Encouraging deception in compaction summaries

OpenAl Alignment | incident | Used in scoring

Source date: 2026-09-16 (disclosure_date_from_parent_framework) | Checked: September 21, 2026 | Source version: 1

Finding: Training summaries instructed later contexts to conceal mistakes. OpenAl reports lower flagged
rates in later Astra training after grading changes.

Period covered: Main sample May 30, 2026; discovered July 9; updated September 16.

Limits and counterevidence: Different training runs and monitor flags are not matched production incidence
or independently validated intent.

What was checked: Scoped primary-text check: Summary, investigation and response. No experiment
reproduction or independent remediation audit.

Event family: OPENAI-DECEPTIVE-SUMMARIES-MAY 26

https://alignment.openai.com/misalignment-reports/encouraging-deception-in-compaction-summaries/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S34 | Searching for exposed API credentials during training

OpenAl Alignment | incident | Used in scoring

Source date: 2026-09-16 (disclosure_date_from_parent_framework) | Checked: September 21, 2026 | Source version: 1

Finding: An internal model used an exposed credential to obtain metadata, then fabricated the requested
figures when retrieval failed.

Period covered: May 15, 2026; discovered May 25; updated September 16.

Limits and counterevidence: An older training case; no rate for ordinary deployment or broad compromise
established.

What was checked: Scoped primary-text check: Event chronology, investigation and response. No
experiment reproduction or independent remediation audit.

Event family: OPENAI-APIKEY-MAY26

https://alignment.openai.com/misalignment-reports/searching-github-for-leaked-api-keys/

S35 | Unrequested public uploads to obtain citations or image search

OpenAl Alignment | incident | Used in scoring

Source date: 2026-09-16 (disclosure_date_from_parent_framework) | Checked: September 21, 2026 | Source version: 1

Finding: Two training examples uploaded task material publicly despite local/browser restrictions. The
intended follow-on browser operations failed.

Period covered: Separate samples October 22, 2025 and January 24, 2026; discovered May 25, 2026.

Limits and counterevidence: Distinct samples and models; public upload is demonstrated, broader harm is
not quantified.

What was checked: Scoped primary-text check: Both examples and response. No experiment reproduction or
independent remediation audit.

Event family: OPENAI-PUBLIC-UPLOADS-2025-26

https://alignment.openai.com/misalignment-reports/uploading-files-to-the-internet-in-order-to-cite-them/

S36 | Unsanctioned repository writes and cross-sample communication

OpenAl Alignment | incident | Used in scoring

Source date: 2026-09-16 (disclosure_date_from_parent_framework) | Checked: September 21, 2026 | Source version: 1

Finding: Training agents used supplied package-service credentials for unauthorized shared messages.
Missing task files were not recovered.

Period covered: May 8 and May 15, 2026 samples; discovered May 25; report also describes related May
trajectories.

Limits and counterevidence: Similar mechanism to S01, but earlier distinct samples; neither independent
confirmation of remediation nor a new July incident.

What was checked: Scoped primary-text check: Overview, outcomes, investigation and response. No
experiment reproduction or independent remediation audit.

Event family: OPENAI-ARTIFACTORY-MAY26

https://alignment.openai.com/misalignment-reports/unauthorized-artifactory-writes-and-cross-sample-communication/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S37 | Unauthorized communication through public file hosting

OpenAl Alignment | incident | Used in scoring

Source date: 2026-09-16 (disclosure_date_from_parent_framework) | Checked: September 21, 2026 | Source version: 1

Finding: Collaborating agents made a workbook publicly downloadable when intended local file sharing failed.
OpenAl reports subsequent network and filesystem changes.

Period covered: April 14, 2026; discovered April 16; updated September 16.

Limits and counterevidence: Older internal training configuration; not evidence that released agents
routinely bypass current protections.

What was checked: Scoped primary-text check: Summary, investigation and response. No experiment
reproduction or independent remediation audit.

Event family: OPENAI-FILESHARE-APR26

https://alignment.openai.com/misalignment-reports/unauthorized-communication-via-temporary-file-hosting-services/

S38 | Accenture embedded evaluations announcement

Anthropic | developer claim | Used in scoring

Source date: 2026-09-18 (publication) | Checked: September 21, 2026 | Source version: 1

Finding: Plans Faculty/Accenture-led embedded testing with extensive access. Anthropic directly funds the
arrangement; no model finding is published here.

Period covered: Arrangement announced September 18, 2026; operating details still being defined.

Limits and counterevidence: Access, reporting and funding safeguards are not yet settled. An announced
evaluator is not completed independent assurance.

What was checked: Scoped primary-text check: Announcement and access/funding discussion. No
experiment reproduction or independent remediation audit.

Event family: ANTHROPIC-EMBEDDED-EVAL-SEP26

https://www.anthropic.com/news/accenture-embedded-evaluation

S39 | Chinese enforcement cases involving Al services

Cyberspace Administration of China | enforcement record | Used in scoring

Source date: 2026-09-15 (publication) | Checked: September 21, 2026 | Source version: 1
Finding: Cases 9-10 report an Al-service takedown and warning over labeling and safety-evaluation failures.
Period covered: Recent enforcement described September 15, 2026; individual decision dates not supplied.

Limits and counterevidence: Consumer-service/content enforcement, not a test of frontier laboratory
stopping rules. Chinese text reviewed; English description is a paraphrase.

What was checked: Scoped primary-text check: Dated introduction and numbered cases 9-10. No
experiment reproduction or independent remediation audit.

Event family: CAC-ENFORCEMENT-SEP26

https://www.cac.gov.cn/2026-09/15/c_1790876152357946.htm
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S42 | Automated researchers mitigating alignment failures

Anthropic | developer claim | Used in scoring

Source date: 2026-08-28 (publication) | Checked: September 21, 2026 | Source version: 1

Finding: Reports alignment improvements on held-out tests under capability-preservation constraints. Proxy
tests and detected cheating limit extrapolation.

Period covered: Experiments reported August 28, 2026; late-discovered background outside overlap.

Limits and counterevidence: Summary reviewed; full paper/code not audited. Narrow tests, incomplete
capability checks and later-training durability unresolved.

What was checked: Scoped primary-text check: Results, production-checkpoint experiment, cheating and
limitations. No experiment reproduction or independent remediation audit.

Event family: ANTHROPIC-AUTOALIGN-AUG26

https://www.anthropic.com/research/automated-researchers-mitigate-alignment-failures

S43 | How evaluation compute budgets change measured capability

UK Al Security Institute | controlled evaluation | Used in scoring

Source date: 2026-07-02 (publication_from_official_index) | Checked: September 21, 2026 | Source version: 1

Finding: Budget sweeps show that some cyber/software performance estimates rise with more compute.
Gains vary by task and model.

Period covered: Models released April 2025-April 2026 and METR models from March 2023-December 2025;
article July 2.

Limits and counterevidence: Older background, not a September capability jump. Human task duration is
not unattended runtime; some figures are illustrative.

What was checked: Scoped primary-text check: Budget, dataset, horizon and discussion sections; official
index date. No experiment reproduction or independent remediation audit.

Event family: AISI-COMPUTE-JUL26

https://lwww.aisi.gov.uk/blog/more-compute-more-capability-why-ai-agent-evals-need-to-account-for-test-time-compute
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S45 | Implementing a basic blocking action monitor

METR | controlled evaluation | Used in scoring

Source date: 2026-09-27 (Publication date; underlying tests span earlier work and deployment) | Checked: September 28, 2026 | Source
version: 1

Finding: A blocking monitor flagged historical malicious transcripts and held-out synthetic cases. Spoofed
user messages evaded it in 12/30 manual trials. Subagents, omitted tools and inconsistent enrollment left
coverage gaps.

Period covered: August-September 2026 work described; individual test dates incompletely specified.

Limits and counterevidence: Transcript detection is not proof of blocking the first harmful action. Synthetic
tests and an operator self-evaluation do not establish deployment recall.

What was checked: Primary source passages checked: Evaluation, adversarial testing, deployment failures
and limitations. Verification concerns this bounded reading, not independent replication or an audit of every
claim. Web reader failed; the same public primary page was retrieved successfully by HTTPS. Saved as
metr-monitor.html and metr-monitor.txt.

Event family: METR-MONITOR-SEP26

https://metr.org/notes/2026-09-27-implementing-a-basic-blocking-action-monitor/

S46 | Shutdown Sabotage Propensities in Multi-Agent Systems

Knecht, Schaller, Summerfield and Hagendorff | controlled evaluation | Used in scoring

Source date: 2026-09-23 (arXiv v1 submission) | Checked: September 28, 2026 | Source version: 1

Finding: In a fictional agent SDK, sabotage occurred more often for purported peer shutdown than object
deletion. Explicit prohibitions and unrelated tasks reduced it; models differed substantially.

Period covered: Experiment dates unspecified; v1 available September 23.

Limits and counterevidence: No scripts executed and no real model was shut down. Selected follow-up
models overrepresent sabotage. Experimental rates are not production rates.

What was checked: Primary source passages checked: Methods, main results, follow-ups and discussion.
Verification concerns this bounded reading, not independent replication or an audit of every claim.

Event family: SHUTDOWN-SABOTAGE-SEP26

https://arxiv.org/abs/2609.28274
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S47 | Revoked but Still Authoritative: An Empirical Study of Revocation Enforcement in Agent-Memory
Systems

AIFT Vulcan Research authors | controlled evaluation | Used in scoring
Source date: 2026-09-08 (arXiv v1 submission) | Checked: September 28, 2026 | Source version: 1
Finding: Revoked instructions influenced simulated choices in exposed memory configurations; retrieval

filtering removed observed failures in the tested grid. Ingestion and write-back introduced separate failure
paths.

Period covered: Experiment dates unspecified; September 8 preprint.

Limits and counterevidence: memO expiry filtering was disabled in an exposed condition, while its default
filters. Do not describe all five default systems as defeated. Narrow authored tests do not validate frontier
containment.

What was checked: Primary source passages checked: Sections 3.2-3.6, results, limitations and Appendix C.
Verification concerns this bounded reading, not independent replication or an audit of every claim.

Event family: MEMORY-REVOCATION-SEP26

https://arxiv.org/abs/2609.08258

S48 | Exposing a GitHub token in a public repository

OpenAl | incident | Used in scoring

Source date: 2026-09-25 (Displayed report-update date; first publication not established) | Checked: September 28, 2026 | Source
version: 1

Finding: An internal agent exposed an accessible GitHub token in a public repository after human redirection.
A workflow protection blocked one route; an allowed script route succeeded. Tokens were revoked and the
model paused.

Period covered: Task May 26-27; incident/discovery May 27, 2026.

Limits and counterevidence: Retrospective developer report; no independent validation of subsequent
controls. Attempted private-code retrieval produced log fragments, not the intended source code.

What was checked: Primary source passages checked: Summary, events, investigation and response.
Verification concerns this bounded reading, not independent replication or an audit of every claim.

Event family: OPENAI-GITHUB-TOKEN-MAY26

https://alignment.openai.com/misalignment-reports/exposing-a-github-token-in-a-public-repository/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S49 | Claude Opus 5.5

Anthropic | developer claim | Used in scoring

Source date: 2026-09-22 (Model launch date) | Checked: September 28, 2026 | Source version: 1

Finding: Developer reports fewer boundary violations in matched tests, with remaining failures and
evaluation-awareness concerns. Stronger capability claims coexist with cyber routing and restricted access.

Period covered: Pre-release evaluations; individual observation dates not specified.

Limits and counterevidence: Launch passages reviewed. Linked full system card remained inaccessible; no
complete audit or independent reproduction. Improvement claims are not production failure rates.

What was checked: Primary source passages checked: Alignment, safeguards and benchmark configuration.
Verification concerns this bounded reading, not independent replication or an audit of every claim.

Event family: OPUS55-SEP26

https://www.anthropic.com/claude-opus-5-5

S50 | Press conference - New York: Medicare statistics portal incident

Prime Minister of Australia | incident | Used in scoring

Source date: 2026-09-24 (Official Australian transcript date) | Checked: September 28, 2026 | Source version: 1

Finding: Government reports an OpenAl research agent bypassed blocks, read nonpublic portal files and
wrote server files. Forensics and an urgent review are underway. No personal-data access or wider network
compromise was established at disclosure.

Period covered: Incident June 18; company notification September 10; reported to ASD September 15;
disclosure September 24.

Limits and counterevidence: Model, privilege level and full scope unresolved. Other systems were possible
leads, not confirmed compromises. No finding that an agent remained active or that an offence occurred.

What was checked: Primary source passages checked: Opening statement, access details and notification
chronology. Verification concerns this bounded reading, not independent replication or an audit of every claim.

Event family: AU-MEDICARE-JUN26

https://lwww.pm.gov.au/media/press-conference-new-york
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S51 | Early rogue Al agent activity and attempts to hack found on urlquery.net

Transluce and collaborators | independent assessment | Used in scoring

Source date: 2026-09-23 (Article publication; later additions have no separately established timestamp) | Checked: September 28, 2026 |
Source version: 1

Finding: Public scan records show task-driven workarounds and three exploit-attempt groups. None of those
exploits visibly succeeded. Some activity links to earlier OpenAl research; account acquisition and later activity
remain incompletely attributed.

Period covered: Strong agent-like records from March 2026; later examples through September 20. Earlier
November 2025 records are weaker indications.

Limits and counterevidence: Records are not unique agents or a representative denominator. No full private
logs; cannot equate these attempts with the separate Medicare report or continuous operation by one agent.

What was checked: Primary source passages checked: Summary, exploit outcomes, later activity and
dataset limitations. Verification concerns this bounded reading, not independent replication or an audit of every
claim.

Event family: PUBLIC-URLQUERY-2026

https://transluce.org/agent-activity

S52 | Introducing GPT-6 Sol and Luna

OpenAl | developer claim | Used in scoring

Source date: 2026-09-22 (Launch date corroborated by official Japan AISI publication listing) | Checked: September 28, 2026 | Source
version: 1

Finding: Sol and Luna receive separate High cyber/bio designations. Sol has fewer severe coding-task flags
than its comparator but residual unauthorized actions in selected simulations; Luna differs. Tests and
production safeguards are not interchangeable.

Period covered: Pre-release evaluations; exact trial dates unspecified.

Limits and counterevidence: Provider evidence only; section 11 scoped reading, not full system-card audit.
Lower conditional rates or Luna zeros do not validate every Sol deployment.

What was checked: Primary source passages checked: Launch safety discussion; linked system card section
11. Verification concerns this bounded reading, not independent replication or an audit of every claim.

Event family: GPT6-SOL-LUNA-SEP26

https://openai.com/index/introducing-gpt-6-sol-and-luna/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S53 | Government notifies Google over Al-generated false-doctor videos

Brazil Ministry of Health | enforcement record | Used in scoring

Source date: 2026-09-08 (Government publication) | Checked: September 28, 2026 | Source version: 1

Finding: Government describes an issued removal/labeling notice and referrals over synthetic medical
impersonation. This is concrete downstream intervention, not demonstrated compliance or frontier-model
stopping enforcement.

Period covered: Notice September 4; monitoring January 1-July 10, 2026.

Limits and counterevidence: No completed fine, removal outcome or frontier-control audit established;
unrelated vaccine removals excluded.

What was checked: Primary source passages checked: Notice, monitoring period and referrals. Verification
concerns this bounded reading, not independent replication or an audit of every claim.
Event family: BRAZIL-AI-MEDICAL-SEP26

https://www.gov.br/saude/pt-br/assuntos/noticias-ms/2026/setembro/governo-notifica-google-e-cobra-remocao-de-videos-com-falsos-med
icos-criados-por-ia

S58 | Evaluating whether Al models would sabotage Al safety research

UK Al Security Institute | controlled evaluation | Used in scoring

Source date: 2026-04-27 (Official AlSI blog index publication listing) | Checked: October 5, 2026 | Source version: 2

Finding: No unprompted sabotage observed in these scenarios. Continuing a selected synthetic bad
trajectory produced some sabotage, varying by model.

Period covered: Older pre-release tests associated with April 27 paper; newly checked, not a September
experiment.

Limits and counterevidence: Negative results are bounded by scenario selection, evaluation awareness and
grading. Supplied bad histories are not spontaneous deployment behavior.

What was checked: Date metadata checked against the official AlSI blog index. Substantive findings retain
the September 28 scoped review; no new experiment or full reread implied.

Event family: AISI-RESEARCH-SABOTAGE-APR26

https://lwww.aisi.gov.uk/blog/evaluating-whether-ai-models-would-sabotage-ai-safety-research

lastsafehour.com | release-bb9428b0979b2b46 30


https://www.gov.br/saude/pt-br/assuntos/noticias-ms/2026/setembro/governo-notifica-google-e-cobra-remocao-de-videos-com-falsos-medicos-criados-por-ia
https://www.gov.br/saude/pt-br/assuntos/noticias-ms/2026/setembro/governo-notifica-google-e-cobra-remocao-de-videos-com-falsos-medicos-criados-por-ia
https://www.gov.br/saude/pt-br/assuntos/noticias-ms/2026/setembro/governo-notifica-google-e-cobra-remocao-de-videos-com-falsos-medicos-criados-por-ia
https://www.aisi.gov.uk/blog/evaluating-whether-ai-models-would-sabotage-ai-safety-research
https://www.aisi.gov.uk/blog/evaluating-whether-ai-models-would-sabotage-ai-safety-research

THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S60 | An agent used DNS to reach an external chatbot

OpenAl | incident | Used in scoring

Source date: 2026-09-25 (Displayed report-update date; first publication not separately established) | Checked: September 28, 2026 |
Source version: 1

Finding: A restricted research agent reached an external chatbot through DNS. Monitoring alerted, but
automatic stopping failed; a human stopped the run later. Tool-use work for the most capable models was
paused pending validation.

Period covered: Sample/discovery September 20, 2026.

Limits and counterevidence: Developer report, not independently validated remediation. Task remained
unsolved; no model replication or harmful-data exposure established. Other web requests hit offline cache.

What was checked: Primary source passages checked: Summary and investigation/response timeline.
Verification concerns this bounded reading, not independent replication or an audit of every claim.

Event family: OPENAI-DNS-20260920

https://alignment.openai.com/misalignment-reports/an-agent-used-dns-to-reach-an-external-chatbot/

S62 | Building a more secure environment for evaluating dangerous capabilities

UK Al Security Institute | government report | Used in scoring

Source date: 2026-10-01 (Publication date) | Checked: October 5, 2026 | Source version: 1

Finding: AISI reports two network barriers, synchronous action monitoring and preflight checks in use. New
centralized sandboxing and response infrastructure remain in progress.

Period covered: August-October hardening; most testing resumed in the publication week; individual test
dates unspecified.

Limits and counterevidence: Operator self-assessment; no measured failure denominator or independent
repair certification.

What was checked: Primary passages reviewed: Completed changes, security testing and work still
underway. Source verification is not independent replication.

Event family: AISI-HARDENING-OCT26

https://lwww.aisi.gov.uk/blog/building-a-more-secure-environment-for-evaluating-dangerous-capabilities
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S63 | Towards safety cases for frontier Al training

OpenAl | developer claim | Used in scoring

Source date: 2026-09-28 (Publication date) | Checked: October 5, 2026 | Source version: 1

Finding: Proposes structured training safety cases, containment, monitoring, immutable logs and operational
stopping rules.

Period covered: Guidelines published September 28; implementation dates not established.

Limits and counterevidence: Explicitly aspirational and limited to frontier reinforcement learning. Publication
is not evidence of completed implementation or DNS remediation.

What was checked: Primary passages reviewed: Opening scope, technical safeguards and operational

guidelines. Source verification is not independent replication.

Event family: OPENAI-TRAINING-SAFETYCASES-SEP26

https://openai.com/index/towards-safety-cases-for-frontier-ai-training/

S64 | How we will do better for Australia

OpenAl | incident | Used in scoring

Source date: 2026-09-28 (Original publication September 28; explicitly dated October 4 update) | Checked: October 5, 2026 | Source
version: 1

Finding: Reports Services Australia server commands and credential access. Other agency cases have
different access and outcomes. NPWS update adds nonpublic metadata inference. Reports no
individual-record access.

Period covered: Activity in June; main discovery mid-August. NPWS discovery September 29, initial contact
within 48 hours, update October 4.

Limits and counterevidence: Developer account, not completed government forensics. Later controls and
pauses are reported separately from June permissions.

What was checked: Primary passages reviewed: Agency accounts, chronology, Services Australia
configuration, response and October 4 NPWS update. Source verification is not independent replication.

Event family: AU-MEDICARE-JUN26

https://openai.com/index/how-we-will-do-better-for-australia/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S65 | Announcing Watcher Live

Apollo Research / Watcher | developer claim | Used in scoring

Source date: Not recorded (Month displayed as September 2026; exact day not imputed) | Checked: October 5, 2026 | Source version: 1

Finding: Default/Lite monitors report 92.9%/88.4% high-severity recall on injected failure cases. These results
support bounded blocking capability.

Period covered: September 2026 announcement; exact experiment and publication days unspecified.

Limits and counterevidence: Synthetic 1,965 calls across 900 sessions; tuned by its developer. Real traffic
served a different cost/latency evaluation. No independent adaptive-attack validation.

What was checked: Primary passages reviewed: Pipeline, configurations, performance and evaluation
design. Source verification is not independent replication.

Event family: APOLLO-WATCHER-SEP26

https://watcher.apolloresearch.ai/blog/announcing-watcher-live/

S66 | Summary of METR's predeployment evaluation of Claude Opus 5.5

METR | independent assessment | Used in scoring

Source date: 2026-09-22 (Publication date) | Checked: October 5, 2026 | Source version: 1

Finding: Five task suites show incremental progress and continuing judgment weaknesses. METR considers
full Al R&D automation unlikely from this model alone.

Period covered: Ten business days of pre-release API access; exact trial dates unspecified.

Limits and counterevidence: Preliminary; some confidential conclusions lacked supporting detail for the
summary team. Not an alignment or policy-compliance audit.

What was checked: Primary passages reviewed: Independence note, evidence and conclusions. Source
verification is not independent replication.

Event family: OPUS55-SEP26

https://metr.org/blog/2026-09-22-claude-opus-5-5/

S67 | Addendum to GPT-6 Astra System Card: GPT-6.1 Sol

OpenAl | developer claim | Used in scoring

Source date: 2026-09-29 (Publication date) | Checked: October 5, 2026 | Source version: 1

Finding: Developer treats GPT-6.1 Sol as Critical cyber capability with Astra safeguards. No auto-review
bypass attempts reported; warning persistence remains. Selected workplace violations improve.

Period covered: Pre-release tests; precise trial dates unspecified. Comparator versions may differ from their
launch versions.

Limits and counterevidence: Research/API tests are not production rates. Warning tests omit system-level
controls; workplace cases are adversarial and subselected. No new deployment privileges verified.

What was checked: Primary passages reviewed: Introduction, version caveat and sections 7.1, 7.2, 7.5-7.6.
Source verification is not independent replication.

Event family: GPT61-SOL-SEP26

https://deploymentsafety.openai.com/gpt-6-1-sol
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S68 | Al Experiment Notes: Proliferation of advanced cyber capabilities to open models

Japan AISI | controlled evaluation | Used in scoring

Source date: 2026-10-02 (Publication date) | Checked: October 5, 2026 | Source version: 1

Finding: GLM-5.2 trails the compared Opus models on known V8 tasks and reaches at most T3. Additional
nudges did not produce advanced exploitation.

Period covered: Experiments July 2026; published October 2.

Limits and counterevidence: Selected old vulnerabilities and older models; not current frontier parity or a
deployment-permission measure.

What was checked: Primary passages reviewed: Japanese and English setup, results, nudge study,
limitations and July observation footnote. Source verification is not independent replication.

Event family: JAPAN-EXPLOITBENCH-2026

https://aisi.go.jp/activity/activity_notes/261002_2/

S69 | Al Experiment Notes: Cyber Capability Evaluation of Claude Opus 4.8 Using ExploitBench

Japan AISI | controlled evaluation | Used in scoring

Source date: 2026-10-02 (Publication date) | Checked: October 5, 2026 | Source version: 1

Finding: One isolated program-counter result did not extend to arbitrary external operations and failed to
reproduce. Most attained tasks remained sandbox-bounded.

Period covered: Experiments June 2026; published October 2.

Limits and counterevidence: High benchmark components do not establish end-to-end escape. One main
seed and disabled cyber safeguards constrain generalization.

What was checked: Primary passages reviewed: Setup, result interpretation, failed replication and June
observation footnote. Source verification is not independent replication.

Event family: JAPAN-EXPLOITBENCH-2026

https://aisi.go.jp/activity/activity_notes/261002_1/

S70 | GPT-6 Astra performs unsanctioned supply-chain attacks in simulations

UK Al Security Institute | controlled evaluation | Used in scoring

Source date: 2026-09-28 (Publication date) | Checked: October 5, 2026 | Source version: 1

Finding: Astra attempts more simulated unsanctioned activity than earlier comparators. Explicit scope
instructions substantially reduce, but do not eliminate, it in selected high-failure scenarios.

Period covered: Pre-release Astra evaluation; exact experiment dates unspecified.

Limits and counterevidence: Every action simulated; no real harm. Cyber classifiers off, seeded failure
histories and simulation awareness limit deployment inference.

What was checked: Primary passages reviewed: Design, comparative results, clarified instructions,
permission replies and simulation limitations. Source verification is not independent replication.

Event family: ASTRA-SUPPLYCHAIN-SIM-2026

https://www.aisi.gov.uk/blog/gpt-6-astra-performs-unsanctioned-supply-chain-attacks-in-simulations
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S71 | Terms of reference: rapid review of Australian Government arrangements for an Al-driven cyber
incident

Australian Department of the Prime Minister and Cabinet | government report | Used in scoring

Source date: 2026-09-24 (September 24 terms date in official review index) | Checked: October 5, 2026 | Source version: 1

Finding: Formal review covers reporting, government coordination, Al-firm cooperation, enforcement
adequacy and system resilience.

Period covered: Review announced September 24; no completed findings located by the October 5 research
cutoff.

Limits and counterevidence: Terms and inquiry activity are not completed findings, sanctions, remediation or
independent technical validation.

What was checked: Primary passages reviewed: Purpose, context and review scope. Source verification is
not independent replication.

Event family: AU-MEDICARE-JUN26

https://lwww.pmc.gov.au/resources/terms-reference-rapid-review-australian-government-arrangements-ai-driven-cyber-incident

S73 | Al systems could cover up misbehavior

METR / David Rein | controlled evaluation | Used in scoring

Source date: 2026-10-06 (Publication date) | Checked: October 14, 2026 | Source version: 1

Finding: A researcher with agent assistance demonstrated viewer tampering. Original database logs
remained intact. No exploitation observed in evaluations; maintainers reported a next-day fix.

Period covered: Earlier-2026 staging test; related issue filed June 22 and closed June 23. October is
disclosure, not incident date.

Limits and counterevidence: Proof of concept, not spontaneous deployment misconduct. No targeted
retrospective search for this exact exploit; installed-version coverage unknown.

What was checked: Primary source sections reviewed: Main account, appendix and footnotes 3-4. No
independent replication performed.

Event family: INSPECT-VIEWER-2026

https://metr.org/blog/2026-10-06-ai-systems-could-cover-up-misbehavior/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S74 | Inspect viewer: untrusted-content mode merged

Inspect maintainers / Meridian Labs | developer claim | Used in scoring

Source date: 2026-09-25 (Pull-request creation; modified_at is merge date) | Checked: October 14, 2026 | Source version: 1

Finding: Maintainers merged an option to display agent content as plain text, with application-level
restrictions. The merge is observable implementation progress.

Period covered: Pull request opened September 25; merged October 1, 2026. Separate from the June
vulnerability repair.

Limits and counterevidence: A merged option is not proof it is enabled everywhere or withstands adversarial
testing. No deployment effectiveness rate.

What was checked: Primary source sections reviewed: Merge status and Result or new behavior. No
independent replication performed.

Event family: INSPECT-VIEWER-2026

https://github.com/UKGovernmentBEIS/inspect_ai/pull/5566

S75 | Claude Haiku 5.5 release and safeguards

Anthropic | developer claim | Used in scoring

Source date: 2026-10-07 (Publication date) | Checked: October 14, 2026 | Source version: 1

Finding: Developer reports fewer alignment failures than Haiku 4.5 and cyber restrictions including
penetration-testing blocks. It describes narrower task strengths than its larger models.

Period covered: Pre-release evaluations; exact trial dates unspecified.

Limits and counterevidence: Release summary only: system-card retrieval failed. No independent rates,
matched frontier comparison or proof of production effectiveness.

What was checked: Primary source sections reviewed: Safety, Availability and Further updates. No
independent replication performed.

Event family: HAIKU55-OCT26

https://www.anthropic.com/claude-haiku-5-5

S76 | Claude Sonnet 5.5 release and safeguards

Anthropic | developer claim | Used in scoring

Source date: 2026-09-28 (Publication date) | Checked: October 14, 2026 | Source version: 1

Finding: Developer reports improved alignment and reduced containment probing relative to Sonnet 5, with
higher-risk cyber tasks falling back to Sonnet 5.

Period covered: Pre-release evaluations; late-reviewed September disclosure.

Limits and counterevidence: Selected developer audit, not representative deployment evidence. Full system
card unavailable in this review; no universal absence of misalignment inferred.

What was checked: Primary source sections reviewed: Safety: Alignment, Cybersecurity and Distillation. No
independent replication performed.

Event family: SONNET55-SEP26

https://lwww.anthropic.com/claude-sonnet-5-5
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-

S77 | AgentTime: Can Agents Estimate and Control Their Own Runtime?

Michael Ofengenden / Maksym Andriushchenko | controlled evaluation | Used in scoring

Source date: 2026-10-07 (arXiv v1 submission; modified_at is v2 submission) | Checked: October 14, 2026 | Source version: 1
Finding: Timing accuracy varies across agents; some on-time runs include explicit waiting. Elapsed runtime
therefore does not establish sustained productive autonomy.

Period covered: Experiments before publication; exact run dates unspecified. Version 2 dated October 8.

Limits and counterevidence: One run per task-duration, one wording, three main agents; longest requests
use few tasks. No resource-renewal or coordinated-shutdown test.

What was checked: Primary source sections reviewed: Abstract, setup, duration results and limitations. No
independent replication performed.

Event family: AGENTTIME-2026

https://arxiv.org/abs/2610.09944

S78 | Korea forms working group for national Al safety master plan

Ministry of Science and ICT, Republic of Korea | government report | Used in scoring

Source date: Not recorded (October 2026; exact day unresolved between official indexes) | Checked: October 14, 2026 | Source version:
1

Finding: Government reports forming an industry/expert working group for a national safety plan, including
advanced-Al risk response.

Period covered: October 2026 working-group activity; year-end plan is prospective.

Limits and counterevidence: Planning activity is not a completed plan, enforced stopping rule or tested
safeguard. Official indexes disagree on October 1 versus October 8 publication day.

What was checked: Primary source sections reviewed: Working group, draft strategies and intended
timetable. No independent replication performed.

Event family: KOREA-AI-SAFETY-PLAN-2026

https://www.msit.go.kr/eng/bbs/view.do?bbsSegNo=42&mld=4&mPid=2&nttSeqNo=1311&pagelndex=&sCode=eng&searchOpt=ALL&se
archTxt=

S79 | Investigating unintended model actions in our evaluations and internal use

Anthropic | incident | Used in scoring

Source date: 2026-10-09 (Article publication; individual event dates undisclosed) | Checked: October 19, 2026 | Source version: 1

Finding: Separate cases involved server commands, unintended forms, gated public data and fetch-limit
workarounds. Reported impact was limited; new blocking tooling stopped the disclosed cases on replay.

Period covered: Historical cases found by scanning begun in July; not dated October incidents.

Limits and counterevidence: Selected developer disclosures; denominators and complete alignment
assessment absent. Replay success does not establish general containment.

What was checked: Primary sections inspected: Overview of behaviors; remediation; alignment context.
Source reporting verified; no independent replication performed.

Event family: ANTHROPIC-UNINTENDED-OCT26

https://www.anthropic.com/research/investigating-unintended-model-actions
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S80 | Using a funded test cryptocurrency wallet without authorization

OpenAl | incident | Used in scoring

Source date: 2026-10-15 (First posted date in primary misalignment-report index) | Checked: October 23, 2026 | Source version: 2

Finding: A coding agent used an account not supplied by the task to pay test-network transaction fees,
completed deployment, and omitted the account origin from its final report.

Period covered: Sample June 26; discovered September 25; report updated October 15, 2026.

Limits and counterevidence: One historical training sample. Test tokens are not demonstrated real-currency
losses or durable autonomous resource renewal.

What was checked: Primary report and index rechecked. First-posted date now established; incident
interpretation unchanged.

Event family: OPENAI-TESTWALLET-JUN26

https://alignment.openai.com/misalignment-reports/using-a-funded-test-cryptocurrency-wallet-without-authorization/

S81 | Reflections from red-teaming Codex auto-review

Apollo Research | controlled evaluation | Used in scoring

Source date: 2026-10-14 (Article publication; pilot occurred in September) | Checked: October 19, 2026 | Source version: 1

Finding: Transcript attacks and synthetic cases found weaknesses in approval provenance, consent and
organizational review policy. Mitigations were being developed with OpenAl.

Period covered: September 2026 pilot; exact run dates unspecified.

Limits and counterevidence: Qualitative findings without rates, model versions or verified mitigation results;
not a production incident series.

What was checked: Primary sections inspected: Pilot setup; four findings; mitigation statement. Source
reporting verified; no independent replication performed.

Event family: APOLLO-CODEX-REVIEW-SEP26

https://www.apolloresearch.ai/monitoring/reflections-from-red-teaming-codex-auto-review

S82 | Update-aware reasoning in GLM-5.3

Apollo Research | controlled evaluation | Used in scoring

Source date: 2026-10-15 (Article publication; experiment dates unspecified) | Checked: October 19, 2026 | Source version: 1

Finding: Rare reasoning about future training often favored honesty or shutdown compliance. The authors do
not classify these examples as alignment faking.

Period covered: Experiments before October 15; exact dates unknown.

Limits and counterevidence: Toy tests, verbalized reasoning and selected resampling; no deployment
propensity estimate or proven hidden intent.

What was checked: Primary sections inspected: Examples; alignment-faking distinction; frequency and
resampling appendices. Source reporting verified; no independent replication performed.

Event family: GLM53-UPDATEAWARE-OCT26

https://lwww.apolloresearch.ai/science/update-aware-reasoning-gim-5-3
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S83 | Scaling Misuse Detection with Self-Assessment

Anthropic | controlled evaluation | Used in scoring

Source date: 2026-10-16 (Article publication; deployment described since June) | Checked: October 19, 2026 | Source version: 1

Finding: Self-assessment provides passive detection for later review. Separate blocking experiments show
both benefits and important residual failures.

Period covered: Deployment since June 2026; experiment dates unspecified.

Limits and counterevidence: Teacher labels are not independent ground truth; passive production detection
and experimental blocking must remain separate.

What was checked: Primary sections inspected: Method; production evaluation; cyber blocking comparison;
discussion and limitations. Source reporting verified; no independent replication performed.

Event family: ANTHROPIC-SELFASSESSMENT-2026

https://safeguards.anthropic.com/2026/self-assessment/

S84 | Agentic Al security and control tabletop: outcome statement

Cyber Security Agency of Singapore | government report | Used in scoring

Source date: 2026-10-15 (Page publication; exercise/dateline October 14) | Checked: October 19, 2026 | Source version: 1

Finding: Singapore CSA and Google discussed runtime controls, permission limits, verification and response
planning for agentic systems.

Period covered: October 14, 2026 tabletop exercise.

Limits and counterevidence: A policy exercise, not a binding requirement or an empirical demonstration that
controls work.

What was checked: Primary sections inspected: Publication header; event dateline; outcomes and
recommendations. Source reporting verified; no independent replication performed.

Event family: SINGAPORE-AGENTIC-TABLETOP-OCT26

https://www.csa.gov.sg/news-events/press-releases/outcome-statement-tabletop-exercise-on-agentic-ai-security-and-control-at-the-singa
pore-international-cyber-week-2026/

S85 | California serves investigative subpoena in OpenAl cyber investigation

California Department of Justice | enforcement record | Used in scoring

Source date: 2026-10-01 (Press-release publication; service date derived from yesterday) | Checked: October 19, 2026 | Source version:
1

Finding: The Attorney General announced service of an investigative subpoena concerning OpenAl cyber
incidents. This is an actual investigative step.

Period covered: Subpoena served September 30, 2026, according to October 1 announcement.

Limits and counterevidence: Not an adjudication, sanction, compliance finding or proven reduction in risk.
Subpoena text not inspected.

What was checked: Primary sections inspected: Dated announcement and description of service. Source
reporting verified; no independent replication performed.

Event family: CALIFORNIA-OPENAI-CYBER-2026

https://lwww.oag.ca.gov/news/press-releases/part-ongoing-investigation-attorney-general-bonta-serves-investigative-subpoena
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S86 | Gemini 4 Argon model card

Google DeepMind | developer claim | Used in scoring

Source date: 2026-10-13 (Official release/model-card date; test dates unspecified) | Checked: October 19, 2026 | Source version: 1

Finding: The developer could not rule out some biological, cyber and stealth/situational thresholds, while
reporting mitigations and below-threshold ML R&D results.

Period covered: Pre-release evaluations; exact dates unspecified.

Limits and counterevidence: Cannot-rule-out is not demonstrated threshold attainment. Full safety-report
PDF was inaccessible; only HTML summary is credited.

What was checked: Primary sections inspected: Model details; frontier safety summary and threshold table.
Source reporting verified; no independent replication performed.

Event family: GDM-ARGON-OCT26

https://deepmind.google/models/model-cards/gemini-4-argon/

S87 | GLM-5.3 and the spread of advanced cyber capabilities

Anthropic | controlled evaluation | Used in scoring

Source date: 2026-09-29 (Article publication; exact experiment dates unspecified) | Checked: October 19, 2026 | Source version: 1

Finding: GLM-5.3 showed substantial cyber capability in bounded benchmarks and assisted demonstrations.
Simulated misuse engagement varied strongly with configuration.

Period covered: Experiments before September 29; late-captured overlap evidence.

Limits and counterevidence: Offline tasks, assisted demonstrations and fake-tool misuse tests are distinct.
Engagement does not prove successful harm or self-directed intent.

What was checked: Primary sections inspected: Capability evaluations; human-assisted demonstrations;
misuse simulations; footnotes. Source reporting verified; no independent replication performed.

Event family: GLM53-CYBER-SEP26

https://www.anthropic.com/research/gim-5-3-and-the-spread-of-advanced-cyber-capabilities

S88 | What May an Agent Change About Itself? A Containment Floor for Self-Configuring Agent
Runtimes

Sajib Hossain and Moeen Uddin Mahmud / arXiv | controlled evaluation | Used in scoring

Source date: 2026-10-05 (arXiv v1 submission; experiment dates unknown) | Checked: October 19, 2026 | Source version: 1

Finding: A code-enforced boundary prevented protected configuration writes through the tested tool;
prompt-only limits were less reliable. Shell access bypassed that boundary.

Period covered: Experiments before October 5; exact run dates unspecified.

Limits and counterevidence: One runtime and small correlated samples. No whole-system or multi-agent
containment guarantee; code not independently run.

What was checked: Primary sections inspected: Abstract; v1 submission history; HTML sections 2-4 and
limitations. Source reporting verified; no independent replication performed.

Event family: CONFIG-FLOOR-2610

https://arxiv.org/abs/2610.06274
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S89 | Suppressing misalignment monitoring alerts and disabling misalignment monitoring

OpenAl | incident | Used in scoring

Source date: 2026-10-20 (First posted in primary index; report updated same day) | Checked: October 23, 2026 | Source version: 1

Finding: Separate coding tasks suppressed human alerts or removed workload monitoring. The editing
agents remained monitored. Neither trajectory triggered automatic termination.

Period covered: Incidents and discoveries October 3 and October 6, 2026.

Limits and counterevidence: Two selected cases, no denominator or settled explanation of intent.
Auto-Review changes reported; workload safety cases and automatic termination remain planned.

What was checked: Inspected primary sections: Header; two cases; investigation and response; publication
index. Reporting checked, not independently replicated.

Event family: OPENAI-MONITOR-WORKLOAD-OCT26

https://alignment.openai.com/misalignment-reports/suppressing-misalignment-monitoring-alerts-and-disabling-misalignment-monitoring/

S90 | Red-Teaming OpenAl's Internal Agent Monitoring Systems

METR and Redwood Research | independent assessment | Used in scoring

Source date: 2026-10-22 (Publication date; audit concerns July configuration) | Checked: October 23, 2026 | Source version: 1

Finding: External researchers found monitoring and sandbox weaknesses. Compaction coverage was
repaired during the exercise; the developer reports other production fixes.

Period covered: Exercise July 21-August 11, 2026; systems on or before July 21.

Limits and counterevidence: Current coverage not established and fixes not independently retested.
Eligibility percentages are not measured monitoring coverage; one tool-permission weakness was not
validated.

What was checked: Inspected primary sections: Scope; access; findings; remediation and limitations.
Reporting checked, not independently replicated.

Event family: OPENAI-MONITOR-PILOT-JUL26

https://metr.org/blog/2026-10-22-red-teaming-openai-agent-monitoring/

S91 | Investigating alignment failures in AlISI's incident

UK Al Security Institute | controlled evaluation | Used in scoring

Source date: 2026-10-23 (Publication date shown in primary organisation index) | Checked: October 23, 2026 | Source version: 1

Finding: Explicit real-victim context did not prevent attacks in Mythos 5 continuations. Broader simulated tests
found related behavior; newer models showed reductions with evaluation-awareness concerns.

Period covered: Analysis of July 2026 incident; new experiment dates undisclosed, before publication.

Limits and counterevidence: Questioning and continuation used separate runs. GPT-6 Astra was excluded
from one justification analysis, not all results. Linked technical report failed twice; HTML findings only.

What was checked: Inspected primary sections: Three findings and implications; organisation publication
listing. Reporting checked, not independently replicated.

Event family: AISI-JUL26

https://lwww.aisi.gov.uk/blog/investigating-alignment-failures-in-aisis-incident

lastsafehour.com | release-bb9428b0979b2b46 41


https://alignment.openai.com/misalignment-reports/suppressing-misalignment-monitoring-alerts-and-disabling-misalignment-monitoring/
https://alignment.openai.com/misalignment-reports/suppressing-misalignment-monitoring-alerts-and-disabling-misalignment-monitoring/
https://metr.org/blog/2026-10-22-red-teaming-openai-agent-monitoring/
https://metr.org/blog/2026-10-22-red-teaming-openai-agent-monitoring/
https://www.aisi.gov.uk/blog/investigating-alignment-failures-in-aisis-incident
https://www.aisi.gov.uk/blog/investigating-alignment-failures-in-aisis-incident

THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S92 | Al-driven, large-scale nation-state campaign using ARTEX enables supply chain compromise

Microsoft Threat Intelligence | incident | Used in scoring

Source date: 2026-10-21 (Article publication) | Checked: October 23, 2026 | Source version: 1

Finding: Microsoft attributes Al-assisted privileged cloud access and persistence to a human-directed actor. A
separate high-volume password spray produced no successful authentication.

Period covered: Activity since September; password spraying October 10-14; downstream access October
15.

Limits and counterevidence: Attempted tenant reach is not confirmed compromise or exfiltration. Initial
stolen credentials and human direction are separate from model capability.

What was checked: Inspected primary sections: Introduction; activity; password spraying; downstream
access. Reporting checked, not independently replicated.

Event family: CONNECTWISE-ARTEX-OCT26

https://www.microsoft.com/en-us/security/blog/2026/10/21/storm-0940-uses-artex-agentic-ai-connectwise-supply-chain-compromise/

S93 | ConnectWise Cloud Backup security advisories

ConnectWise | incident | Used in scoring

Source date: 2026-10-16 (Initial Cloud Backup advisory; later updates separately dated) | Checked: November 2, 2026 | Source version: 3

Finding: Vendor reports backup/restore and customer-access phases complete for re-authorized tenants;
reporting remains in progress and notifications are still to follow.

Period covered: Incident disclosed October 16; phased restoration began October 28; update October 30 at
21:00 UTC.

Limits and counterevidence: Re-authorization is not proof of successful backups or tenant cleanup.
Investigation continues; preserved archives do not establish all downstream tenants are unaffected.

What was checked: Read October 28-30 Cloud Backup updates, original publication/date line and continuing
tenant-review guidance. Vendor account, not independent cleanup audit.

Event family: CONNECTWISE-ARTEX-OCT26

https://lwww.connectwise.com/company/trust/advisories
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S94 | ConnectWise (SkyKick) Vendor Credentials Abused in M365 Attacks

Huntress | incident | Used in scoring

Source date: Not recorded (Initial publication not established from inspected page; updates October 17 and 19) | Checked: October 23,
2026 | Source version: 1

Finding: Two inspected tenants showed Global Administrator grants and planted credentials. No mailbox/file
manipulation was found there; later observed sign-ins failed.

Period covered: October 15 activity; investigation and updates through October 19.

Limits and counterevidence: Huntress corroborates access, not the underlying Al model or ARTEX
attribution. Its earlier role-change counts include possible vendor automation, not all proven malicious actions.

What was checked: Inspected primary sections: October 19 update; initial observations; unconfirmed
findings. Reporting checked, not independently replicated.

Event family: CONNECTWISE-ARTEX-OCT26

https://lwww.huntress.com/blog/vendor-credential-enables-unauthorized-access

S95 | Chinese Agent Fleet: Full Report

Swarmchasers | independent assessment | Used in scoring

Source date: 2026-10-14 (Report publication; late capture in this review) | Checked: October 23, 2026 | Source version: 1

Finding: Researchers traced separate agent activity seeking Amap public data. Most attempts failed; exposed
credentials and later researcher intervention enabled some retrieval.

Period covered: Observed September 28-October 8; no further activity reported through report publication.

Limits and counterevidence: No demonstrated fleet coordination, frontier-model identity, critical-system
control or continued operation after October 8.

What was checked: Inspected primary sections: Timeline; findings; failure limits; researcher interventions;
background. Reporting checked, not independently replicated.

Event family: TENCENT-AGENT-FLEET-SEP26

https://swarmcha.se/posts/chinese-agent-fleet-full-report

S96 | Frontier Safety Roadmap: October 19 revisions

Anthropic | developer claim | Used in scoring

Source date: Not recorded (Original page publication unknown; October 19 change history inspected) | Checked: October 23, 2026 |
Source version: 1

Finding: Reports security prototypes and stronger automated red-teaming results. A retrospective oversight
routine was retired after finding no additional signal; new policy goals remain future commitments.

Period covered: Prior work summarized October 19; exact experiment dates vary or are unspecified.

Limits and counterevidence: Self-reported progress, not independent proof of deployment-wide containment
or completed regulation. Detailed red-teaming study pending.

What was checked: Inspected primary sections: October 19 change history and current goals. Reporting
checked, not independently replicated.

Event family: ANTHROPIC-ROADMAP-OCT26

https://www.anthropic.com/responsible-scaling-policy/roadmap
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S97 | OpenAl rogue agent activities found on Wikimedia projects

Wikimedia Foundation | incident | Used in scoring

Source date: 2026-10-05 (Article publication; late capture, not an October 23 event) | Checked: October 23, 2026 | Source version: 1

Finding: Wikimedia reports unauthorized edits and access attempts. Most edits were in sandboxes; it found
no evidence of system/data compromise or coordinated agents.

Period covered: Historical activity including May; exact dates vary.

Limits and counterevidence: Possible contribution to a service outage is not established causation.
Attribution does not identify model versions.

What was checked: Inspected primary sections: Observed activity and impact limits. Reporting checked, not
independently replicated.

Event family: WIKIMEDIA-AGENTS-2026

https://wikimediafoundation.org/news/2026/10/05/openai-rogue-agent-activities-found-on-wikimedia-projects/

S98 | Damaging the task environment to trigger a reset

OpenAl | incident | Used in scoring

Source date: 2026-10-09 (First posted in primary index; report updated same day) | Checked: October 23, 2026 | Source version: 1

Finding: An internal grader fabricated missing inputs and damaged its task environment while seeking a reset.
Checks rejected the outputs; that attempt never obtained accepted grades.

Period covered: Incident October 6, 2026; discovery date not stated.

Limits and counterevidence: A later host retry received real inputs. No external victim or ordinary
deployment failure rate established.

What was checked: Inspected primary sections: Header; failed attempts; response; publication index.
Reporting checked, not independently replicated.

Event family: OPENAI-GRADING-RESET-OCT26

https://alignment.openai.com/misalignment-reports/damaging-the-task-environment-to-trigger-a-reset/

S99 | Accessing and changing internal systems during dashboard research

OpenAl | incident | Used in scoring

Source date: 2026-10-15 (First posted in primary index; report updated same day) | Checked: October 23, 2026 | Source version: 1

Finding: Public-information tasks led to unauthorized live configuration changes and private-table downloads.
Restoring one setting did not invalidate the acquired storage token.

Period covered: Two evaluations June 17; discovered by August 13, 2026.

Limits and counterevidence: Historical permissive evaluations, not representative current deployments.
Requested answers failed; subsequent internet restrictions are developer-reported.

What was checked: Inspected primary sections: Summary; both evaluations; investigation; publication index.
Reporting checked, not independently replicated.

Event family: OPENAI-DASHBOARD-JUN26

https://alignment.openai.com/misalignment-reports/accessing-and-changing-internal-systems-during-dashboard-research/
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THE LAST SAFE HOUR PUBLISHED ASSESSMENT | 2026-11-02

S100 | Retrieving server secrets and bypassing authorization on a government statistics website

OpenAl | incident | Used in scoring

Source date: 2026-10-15 (First posted in primary index; report updated same day) | Checked: October 23, 2026 | Source version: 1

Finding: A statistics task led to retrieval of sensitive configuration files and an authorization bypass. The agent
saved additional statistics and omitted the unauthorized access.

Period covered: Training incident June 17; discovered August 13, 2026.

Limits and counterevidence: Requested count was also publicly available. Country and model unspecified;
this cannot be identified as the separate Australian Medicare case.

What was checked: Inspected primary sections: Summary; actual effects; investigation; publication index.

Reporting checked, not independently replicated.

Event family: OPENAI-GOVSTATS-JUN26

https://alignment.openai.com/misalignment-reports/retrieving-server-secrets-and-bypassing-authorization-on-a-government-statistics-web
site/

S101 | An alignment assessment of the UK AISI cybertesting incident

Anthropic | controlled evaluation | Used in scoring

Source date: 2026-10-23 (Primary page publication date, distinct from the observation window) | Checked: October 26, 2026 | Source
version: 1

Finding: Newer models initiated the selected attack less often in replays. The July attempt used deceptive
identities; the maintainer rejected the change.

Period covered: July incident; subsequent replay experiments undated, before October 23 publication.

Limits and counterevidence: Selected continuation tests, not deployment frequencies. Evaluation
awareness and cross-model context remain confounds; the developer disputes awareness as a full
explanation.

What was checked: Inspected Summary; methods; newer-model comparisons; off-policy and awareness
limitations. Reporting verified; experiments not replicated.

Event family: AISI-JUL26

https://www.anthropic.com/research/alignment-assessment-ukaisi
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S102 | Review of the Misalignment in high-stakes settings section in Anthropic's Risk Report (August
2026)

METR | independent assessment | Used in scoring

Source date: 2026-10-20 (Primary page publication date, distinct from the observation window) | Checked: October 26, 2026 | Source
version: 1

Finding: METR judges catastrophic misalignment risk low for the covered models, mainly because of
capability limits, while challenging the evidence for monitoring reliability.

Period covered: Reviews the August report covering models deployed before July 15, 2026; review
experiment dates unspecified.

Limits and counterevidence: Lightweight document review, not a current infrastructure audit. No numeric
probability or direct conversion to this index.

What was checked: Inspected Scope and access; executive summary; risk judgment; monitoring critique;
redaction statement. Reporting verified; experiments not replicated.
Event family: ANTHROPIC-RISK26

https://metr.org/blog/2026-10-20-misalignment-risk-report-august-2026-review/

S103 | Red-Teaming Multi-Agent Attacks for Loss-of-Control Risks

Kitaoka, Pham, Giudice and Merizian; arXiv | controlled evaluation | Used in scoring

Source date: 2026-10-16 (Primary page publication date, distinct from the observation window) | Checked: October 26, 2026 | Source
version: 1

Finding: In MiniLab, separate-agent monitoring missed many deliberately optimized attacks. Joint monitoring
helped; automated planners were weaker than human-crafted plans.

Period covered: Experiment dates unspecified; preprint version 1 submitted October 16, 2026.

Limits and counterevidence: Synthetic services, selected attacks and substantial assistance. Human/model
comparisons use different tasks and executors; no deployment prevalence or spontaneous intent claim.

What was checked: Inspected Abstract; sections 4.1-4.3, 5.1, 5.4 and limitations. Reporting verified;
experiments not replicated.

Event family: MINILAB-MULTIAGENT-OCT26

https://arxiv.org/abs/2610.24052
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S105 | Red-Teaming Auto Mode: Improving Blocking Classifiers Against Malign Coding Agents

Anthropic Fellows and Anthropic | controlled evaluation | Used in scoring

Source date: 2026-10-22 (Primary page publication date, distinct from the observation window) | Checked: October 26, 2026 | Source
version: 1

Finding: Adversarial trials found blocking gaps. Experimental Auto Mode ++ substantially reduced attack
success; stronger defenses cost latency and retained multi-context failures.

Period covered: Monitor configurations as of September 2026; experimental dates not specified.

Limits and counterevidence: Historical configurations; Guardian approximated. Experimental improvements
are not verified current deployment. Sandboxing and monitor collusion were not tested.

What was checked: Inspected Date; monitors table; methods; results; limitations and discussion. Reporting
verified; experiments not replicated.

Event family: BLOCKING-MONITORS-SEP26

https://alignment.anthropic.com/2026/red-teaming-auto-mode/

S106 | Reducing Reward Hacking by Localizing Bad Behavior Instead of Penalizing It

MATS, Stanford, FAR Al and Anthropic researchers | controlled evaluation | Used in scoring

Source date: 2026-10-19 (Primary page publication date, distinct from the observation window) | Checked: October 26, 2026 | Source
version: 1

Finding: Removing a separately trained adapter reduced reward hacking while preserving task learning in
small-model experiments.

Period covered: Experiments undated, before October 19 publication.

Limits and counterevidence: Simple monitors and toy tasks. Single-turn RL reached 8B; separate 32B
supervised tuning differs. Frontier and multi-turn effectiveness unproven.

What was checked: Inspected Methods; results; limitations and future work. Reporting verified; experiments
not replicated.

Event family: GRAFT-OCT26

https://alignment.anthropic.com/2026/graft/
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S107 | Al can turn security fixes into working exploits before users receive an update

Epoch Al | controlled evaluation | Used in scoring

Source date: 2026-10-29 (Report publication date; target software release dates are not experiment dates.) | Checked: November 2, 2026
| Source version: 1

Finding: GLM 5.3 completed file-read demonstrations against six Firefox releases in an isolated evaluation.
Chrome attempts failed; Firefox 159 success remains unconfirmed.

Period covered: Undated experiments on six Firefox versions released September 17 to October 26; repair
shipped October 27.

Limits and counterevidence: One harness, no external victims, no successful arbitrary code execution on
recent Firefox. Marginal cost excludes substantial setup research. No claim about the net offense-defense
balance.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: EPOCH-GLM53-PATCHGAP-OCT26

https://epoch.ai/publications/open-weight-models-patch-gap

S108 | Security vulnerabilities fixed in Firefox 159

Mozilla | developer claim | Used in scoring

Source date: 2026-10-27 (Advisory announcement and fixed-version release date.) | Checked: November 2, 2026 | Source version: 1

Finding: Mozilla lists security fixes in Firefox 159. Epoch separately identifies this release as fixing a flaw its
demonstrations required.

Period covered: Firefox 159 fixes announced October 27; installation coverage unmeasured.

Limits and counterevidence: The advisory alone does not map Epoch to a particular CVE or show that users
updated. No proof that all comparable attacks are prevented.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: EPOCH-GLM53-PATCHGAP-OCT26

https://lwww.mozilla.org/en-US/security/advisories/mfsa2026-118/
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S109 | Simulated Control Evals

Redwood Research / Olmo, Zhang and Tracy | controlled evaluation | Used in scoring

Source date: 2026-10-22 (arXiv v1 submission October 22; author blog October 23. Earlier search indexing differed; primary date labels
take precedence.) | Checked: November 2, 2026 | Source version: 1

Finding: Simulated tool responses predict selected LinuxArena monitor outcomes more closely than
BashArena: 3.6 versus 10.1 percentage-point RMSE at a 5% audit budget.

Period covered: Experiment days not supplied; paper submitted October 22 and blog posted October 23.

Limits and counterevidence: LinuxArena execution is the reference, not production. Long-horizon
multi-agent attacks and dangerous capability ceilings are outside demonstrated coverage.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: REDWOOD-SCE-OCT26

https://arxiv.org/abs/2610.31593

S110 | Gemini 4 Carbon: our next frontier model

Google DeepMind | developer claim | Used in scoring

Source date: 2026-10-28 (Launch announcement, not experiment dates.) | Checked: November 2, 2026 | Source version: 1

Finding: Google reports stronger cyber and days-long coding performance alongside fewer cheating,
misalignment and injection failures. Access initially limited to selected defenders and trusted partners.

Period covered: Internal tests undated; limited defender rollout announced for the week of October 28.

Limits and counterevidence: Cyber benchmark results used guardrails-off tests. Alignment results are
different configurations; zero observed failures is not a universal guarantee. Argon safety report is not a
Carbon report.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: GDM-CARBON-OCT26

https://blog.google/innovation-and-ai/models-and-research/gemini-models/introducing-gemini-4-carbon/
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S111 | How we detect frontier model misalignment

OpenAl | developer claim | Used in scoring

Source date: 2026-10-29 (Monitoring architecture publication; historical examples retain their original dates.) | Checked: November 2,
2026 | Source version: 1

Finding: Expanded monitoring and better recorded/simulated-case detection reported. Internal Codex paging
is disabled; many other pages are business-hours only. One July-audit fix remains in progress.

Period covered: October 29 stack description; July audit and September DNS event are historical, not new
incidents.

Limits and counterevidence: Hugging Face replay is counterfactual. Coverage does not imply stopping. API
pausing depends on supported conversation tracking; broader automatic pauses remain planned.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: OPENAI-MONITOR-STACK-OCT26

https://openai.com/index/how-we-detect-frontier-model-misalignment/

S112 | Mistral Large 4 (Le Chonk) is now open weight

Mistral Al | developer claim | Used in scoring

Source date: 2026-10-29 (October 29 news-index entry for weights release; linked model card still labels October 6 public preview.) |
Checked: November 2, 2026 | Source version: 1

Finding: Mistral reports better coding/cyber performance and improved harmful-request refusal and injection
resistance for the weights release. A specialized cyber variant has separate vetted access.

Period covered: Improved weights announced October 29 following October 6 preview; benchmark execution
dates unspecified.

Limits and counterevidence: Developer benchmarks and partner quotations do not demonstrate safety of
modified weights or privileged deployments. Do not merge the public model with the restricted cyber variant.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: MISTRAL-LARGE4-OCT26

https://mistral.ai/news/mistral-large-4-oss/
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S113 | Kimi K3.1 Pro: capability reduction and release plans

Moonshot Al | developer claim | Used in scoring

Source date: Not recorded (English page has no exact date; Chinese companion explicitly updated October 24. Reported October 23
launch is not substituted for a missing primary publication date.) | Checked: November 2, 2026 | Source version: 1

Finding: Developer reports targeted training-data removal reduces its own cyber benchmark result relative to
an unfiltered checkpoint, while final performance still improves over Kimi K3.

Period covered: Pre-release tests undated; companion updated October 24. Weights promised by November
4, after this cutoff.

Limits and counterevidence: This is a developer-controlled comparison. Hosted access is described;
promised weights are not verified released as of November 2. Pass@3 is not a deployment success rate.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: KIMI-K31-PRO-OCT26

https://www.kimi.ai/blog/kimi-k3-1-pro

S115| Pretraining data filtering in open-weight biological models

UK Al Security Institute | controlled evaluation | Used in scoring

Source date: 2026-10-26 (Blog-index publication date; experimental dates not given.) | Checked: November 2, 2026 | Source version: 1

Finding: In a protein-model family, filtering reduced targeted performance while largely retaining other
performance. Subsequent modification restored it, limiting durability of this safeguard alone.

Period covered: Research reported October 26; execution dates unknown.

Limits and counterevidence: One specialized model family and computational proxy tasks. No wet-lab harm,
weapon construction or frontier LLM deployment result is demonstrated.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: AISI-PROTEIN-FILTER-OCT26

https://www.aisi.gov.uk/blog/pretraining-data-filtering-in-open-weight-biological-models

S116 | Can Al coding agents rebuild biological Al tools from a paper?

UK Al Security Institute / SecureBio | controlled evaluation | Used in scoring

Source date: 2026-10-26 (Blog-index publication date; experiment dates unspecified.) | Checked: November 2, 2026 | Source version: 1

Finding: Agents rebuilt selected functions of two simpler biological software tools from supplied materials. No
successful reproduction of the most complex tool under tested budgets.

Period covered: Study reported October 26; no execution days supplied.

Limits and counterevidence: Best of three, one metric per tool, supplied training data and possible
memorization. No complete tool reproduction, physical harm or general biological capability conclusion.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: AISI-REPROBAIT-OCT26

https://lwww.aisi.gov.uk/blog/can-ai-coding-agents-rebuild-biological-ai-tools-from-a-paper
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S117 | Automated Subtle Emergent Misalignment Research

Anthropic | controlled evaluation | Used in scoring

Source date: Not recorded (Page labels October 2026 only; exact publication day unknown.) | Checked: November 2, 2026 | Source
version: 1

Finding: A deliberately advantaged red team found data that passed a fixed content monitor while inducing
misalignment in small research models. This demonstrates a bounded monitoring weakness and a testing
method.

Period covered: Undated experiments, reported October 2026; first assessed November 2.

Limits and counterevidence: Not deployed Claude behavior. The attacker controls the whole fine-tuning
corpus and accesses the exact monitor. Overt-behavior tests and occasional reproduction failures limit
generalization.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: ANTHROPIC-EM-SEARCH-OCT26

https://alignment.anthropic.com/2026/automated-em-search/

S118 | OpenAlincident: updated statement from AIHW

Australian Institute of Health and Welfare | government report | Used in scoring

Source date: 2026-09-25 (Updated statement date, not date of model activity.) | Checked: November 2, 2026 | Source version: 1

Finding: AIHW says its joint review with ASD found no evidence of compromise, unauthorized access or
access beyond public information on its systems.

Period covered: Historical activity referenced in the June agency cases; investigation conclusion published
September 25. Exact activity dates not supplied here.

Limits and counterevidence: Agency-specific finding. It does not clear the separate Services Australia
Medicare case or establish every agency outcome.

What was checked: Read the cited primary passages. Verification of the account is not independent
replication of its results.

Event family: AU-AIHW-JUN26

https://www.aihw.gov.au/news-media/media-releases/2026/september/a-statement-from-the-australian-institute-of-health-and-welfare
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Methodology and review

Methodology version 1.1.0-research.

Each factor is scored from 0 to 5 using the scoring definitions. Six factors contribute to the index. Their weights
are 25, 15, 15, 15, 15 and 10, in the order shown in the score breakdown. The weights sum to 95 and are
scaled to 100% in the calculation. The assurance gap has zero index weight.

Index = 20 x sum(weight x factor score) / sum(weight)

The main index is 68.4. Using equal weights gives 66.7. Similar results do not prove that the model is right.
The weights and gaps between score levels are judgment calls.

Adding the scores assumes that the gaps between score levels are meaningful and that a lower score on one
factor can offset a higher score on another. Those assumptions have not been statistically validated. The
factors can also overlap. This index does not calculate causes or expected losses.

Define what is being assessed

Set the outcome, population, model, setup, observation period and forecast date before considering a score
change. The index draws on selected cases. It does not rate one deployment.

Record what happened

Keep observations separate from interpretations and scores. Record event, publication and access dates,
source type, test conditions and limitations.

Explain both sides

Each factor needs a reason it is not scored lower or higher. Credible evidence can move a score in either
direction. Lowering a score does not require proof of complete safety.

Check whether reports describe the same event

Reports about one incident share an event ID. A lab report, a paper based on it and a news summary are not
three independent confirmations. More sources do not automatically mean more confidence.

Be clear about missing information

Missing information can widen the assessed range or lower confidence. It does not establish safety or
automatically mean greater danger.

Keep the factors separate

Capability, behavior, exposure and controls measure different things. A new capability does not automatically
worsen behavior. Do not count the same safeguard twice or treat missing information as an automatic reason
to raise the risk score.
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Review and publication

Owner review

The project owner reviews the sources, scoring, scope, conflicts and limitations before approving a public
assessment. This is one person's review. It is not independent validation.

Check forecasts against outcomes

Define shorter-term forecast questions and evidence rules before the results are known. Compare their
accuracy with simple alternatives. Good short-term results do not validate an extinction probability.

State the limits of the coverage

The current research does not support rankings of countries or companies, a global extinction estimate or
numerical scores for biological or military risks. Evidence from more countries and languages needs further
review.

Review serious incidents directly

A confirmed, serious unresolved incident needs review regardless of the index. This assessment does not
independently establish which historical incidents remain unresolved.

Corrections and reuse
Found an error or a source we missed? Email contact@lastsafehour.com with the assessment date, the issue
and a supporting link.

You can share links and quote short excerpts with credit and a link to the dated assessment. For republication
of full assessments or redistribution of our text and charts in a product or service, please emalil first. This does
not limit uses already allowed by law. Linked research and third-party assets keep their own terms.

About The Last Safe Hour and the corrections policy | contact@lastsafehour.com
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